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Intellectual Output 2 (102) e

Design and Implementation of Open-source Privacy-preserving Toolkit and Application
Programming Interfaces

Lead: Cognitive UX GmbH

Participating Partners:
- University of Patras
- University of Cyprus
- University of Coimbra ISR

- Output type: Services / structures — E-learning platform

- Media: Software, Service, Publications
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|02 — Key Objectives

Implement the algorithms for continuous user identification based on a mixed model of
voice, face and user interaction analytics

Preserve the privacy of utilized user biometric data

Design and develop an open-source ldentity-as-a-Service solution

Design and develop an interactive dashboard for service integration and analytics
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|02 - Tasks and Task Leaders S e

Task 2.1: Architecture Design
- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.2: Privacy-preserving Biometrics
- Lead: University of Cyprus
- Participating: University of Patras, University of Coimbra, Cognitive UX GmbH

Task 2.3: Development of Voice-, Image- and Interaction-based Algorithms
- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.4: Integration and Verification Testing
- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra
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Task 2.1: Architecture Design e

- This task started early in the project accompanying the work of the development-related
tasks

- Design the architecture of the framework by defining the technical infrastructure,
standards, specifications and strategies to be followed throughout the development and
testing of the framework
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Task 2.2: Privacy-preserving Biometrics T

- Develop methods for preserving the privacy of the data used for continuous student
identification

- Main aim is to identify the students based on their biometric data (voice, face, interaction
behavior), without disclosing sensitive information about the students

- Existing weaknesses and threats with regards to privacy in biometric-based user
identification will be studied

- Novel methods designed and developed to preserve the privacy of the students’
biometric-based data
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Task 2.3: Development of Voice-, Image- and Interaction-based Algorithmse e e trion

Develop the mechanisms for identifying users from voice-, image- and interaction-based
data

Voice-based user identification
- Voice data is collected through built-in microphone devices

- |ldentify users in real-time using raw voice data streams by applying state-of-the-art machine learning
techniques (e.g., Gaussian Mixture Models)

Image-based user identification
- Process real-time video data collected through low-cost Web-based camera devices
- Face biometrics performed through face recognition and analysis

Interaction-based user identification

- The mechanism considers the relevance of individual keyboard interaction patterns in real-world
settings while learners perform free text tasks

- Model the end-users’ keystroke dynamics with novel machine learning technigues
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Task 2.4: Integration and Verification Testing S

Integrate the various components developed into a complete integrated platform

This process entails several iterations leading to a full-fledged implementation of the
project, which will be thoroughly evaluated within 103

Integrate TRUSTID within the existing LMS of the participating HEIs in order to be able to
proceed with the evaluation studies

Verification testing: Develop techniques and tools to show that the security metrics,
policies and continuous identification methods satisfy the classical set of identification
properties
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Summary of Achievements Er
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- Designed and developed the TRUSTID platform and associated tools and mechanisms for
continuous student identification

- The TRUSTID system consists of the following components:

Native client software applications (implemented as both native Windows and MacOS applications),
enabling students and instructors to interact with the implemented mechanisms of TRUSTID

Back-end system, which consists of an Application Programming Interface, which exposes a series of
system end-points of TRUSTID

User identification enrollment mechanisms enabling end-users to enroll in the TRUSTID system through
recording of face-based images and voice stream that are used for training the biometric models

Machine learning-based algorithms and mechanisms for user identification
Privacy-preserving biometric smartphone wallet

Integrated all the technologies under interoperable platform

LMS integration with Moodle

Examination Management for Instructors

-
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TRUSTID Framework

Co-funded by the
Erasmus+ Programme
of the European Union

® TRUSTID Client . .’ TRUSTID Server
; |
R Student view m A NGINX
4 A 4 0 PostgreSQL
Features
— Enroliment with face and voice biometrics Countermeasure Features
— Integration with Universities’ LMS — Face-/voice-based identification
— Access to LMS examination — Detect authentic video streams
— Monitor student’s digital context @1
o — Monitor student’s behavior q \9
i — Historical impersonation analytics \0/
S - - - - - ) U b,
&
Instructor view 3 &
é
r ) & i
Features :
— Manual student verification - &
— Data analytics %
— Insights 9%
— Alerts @

Implemented as a native Windows and MacOS application
Seamless for technical staff of HEIs
Allows control over the student’s computing device

University
of Cyprus

Student Interaction

-

Trustle

Storage and processing of privacy-
preserving biometric data

. https://trustid-project.eu

LMS of HEIs

Blackboard

LMS

»
E’i &> Extensions

= _ = _=—
) -—

L —
Student Data

Integration
Services

@ Single Sign On

Integration of students’
data and exam data
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Architectural Design and Technology Stack Cram e

- Server-side web API
- Django REST Framework

- NGINX (Web server, Reverse proxy,

Load balancer) Postgresl Vo | oot ] |
- Gunicorn (Application server that 1
implements the Web Server _— . .
Gateway Interface) WWww >  NGINX «—p DINGORET e
- Celery (Asynchronous task queue ARlEr=
based on distributed message " Celary worker
p ass | N g) ; RabbitMQ processes
- RabbitMQ (Message broker) .
| RabbitMQ
- PostgreSQL s oo
- Docker
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Framework for Privacy-preservation

Co-funded by the
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Ready-to-use, compressed, encrypted images for training
g Client's Local Database &= Server
g =]
o8 « o esiesiesiessesiesiesieseee
E [ Face and Voice Data ] [ Vector Models ] Biometric Template Creation |
e e e oo . i Feature Extraction Biometric Template i
Client-side Signal Processing & Compression ‘ [ e.q. facial embeddings }»[ feature Vedof) } [
_' Face Detection Head Pose Data Discard raw images and vectors after creation
& Cropping Estimation Compression ;::f,:::::::::::::::ﬁ:ﬁiff,:::::::::ff,iff,ff:ff:f:::
R B biTI i, L i I Machine Learning 3
s et S carmmlae " — —
Users’ Raw Biometric Samples § Store images and | [ Trained Models - ) [ Training ] 3
§ vector models at .
i [ Face Data ] [ Voice Data ] i the client-side
— Server's Database
| Use-case: Continuous student Use-case: Sound detection
identification and verification in during examination / fallback
online written examinations mechanism
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Client Application

Windows and MacOS
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B TRUSTID :: Intelligent Student Identity Management = X

1)

TRUSTD

Email | |

Password [ |

Organization () University of Cyprus X"
(O University of Patras O

O University of Coimbra p.
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Register Face Biometrics
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B ' Face Enrollment

Register Face Biometrics

TRUSTID needs your consent to collect your face data

Please select | consent to continue

NANEIETHMIO Ty i R i
IIATPON of Crrs TTUS}LT‘ :: https://trustid-project.eu

Biometrics Process
Step 1 - Consent

Step 2 - Face Biometrics

Biometrics Ready

Cancel Enrollment
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Previous Versions - Web-based Enrollment Eree e

Co-funded by the

1)

TRUSTID - Proof of Concept 1 User Evaluation

Phase 1: Creation of Computational User Identification Models

Step 1: Enter email
Email (same email used during subscription)

you@example.com

| agree to the processing of my personal data in accordance to the TRUSTID
privacy policy

']li‘X]T'T,'”‘”ﬁ 3’5‘[ pri_yerslly
T RTAREE of Cyprus

Progress

Provide email address
Step 1

Your Web Camera

Your Web camera is switched off

Participant Images - TRUSTID First Proof of Concept Evaluation
Study

Name: Argyris Constantinides

Left Facing Right Facing Forward Facing Upward Facing Downward Facing

Classified correctly: 11 items

. . ah a an
o o o

Misclassified: 45 items

i i o i
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Register Voice Biometrics i

® ° Voice Enrollment - X

Register Voice Biometrics Biometrics Process
tep 1 - Consent

Step 2 - Voice Biometrics

Biometrics Ready

nllll'l“ll]llo-

TRUSTID needs your consent to collect your voice data
Please select | consent to continue

Cancel Enrollment
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Control and Manage Biometrics

B TRUSTID :: Intelligent Student Identity Management

> o 2 s

Dashboard Examinations Biometric Models

Actions

Voice

4
—
\.'.) Created on: 06/12/2022 12:47:50

(o]

3 Created on: 06/12/2022 12:4
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Continuous Face ldentification erasmussprogramme - [ TP
B ' Face |dentification - X

Face-based Identification

TRUSTID will identify you based on your face characteristics
First, position your face in the camera frame

Get Started

[

TIANEMTIETH
O ITATPE

T rus I ‘ . . https://trustid-project.eu

Identification and Verification Process

Step 1 - Face-based identification

Identity Verification
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Continuous Voice ldentification
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B " Voice Identification

Voice-based Identification

Your voice is now being recorded - Please speak loudly and clearly

']LI\XL[‘L)“E)‘KI’ Sgpn | University
i L | of Cyprus

T i SU‘F—' . https://trustid-project.eu

Identification and Verification Process

>iep 1 - race-Dase entncato

Q

Step 2 - Voice-based identification

Identity Verification

Cancel
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Digital Written Examination Scenario

Co-funded by the
Erasmus+ Programme
of the European Union

B " Written Examination

Multiple Choice Questions

What does the ERASMUS acronym stand
for?

European Commitee Agency Scheme for the
Mobility of University Students

European Community Action Scheme for the
Mobility of University Students

European Continental Agility Scheme for the
Mobility of University Students

European Congress Ambassador Scheme for th
Mobility of University Students

Monitoring
Camera capture is enabled
Voice capture is enabled
Checkup running applications is enabled

TRUSTID will periodically capture your photo and voice
for continuous identification purposes and will checkup
the running applications and processes on your computer

User Feedback Mechanism
(O 1 will impersonate with another person

() 1 will open a forbidden application

Send Feedback

Universit g ) ) see
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Oral Examination Scenario

# " Oral Examination

Oral Examination in Progress Monitoring
Camera capture is enabled
Checkup running applications is enabled

TRUSTID will pericdically capture your photo and voice
for continuous identification purposes and will checkup

cee
the running applications and processes on your computer
User Feedback Mechanism
L I I (O 1 will impersonate with another person

(O 1 will open a forbidden application

Haim

P

Start Voice Capture
S Send Feedback
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Examination Management Dashboard of e B i R

B 7 TRUSTID :: Intelligent Student Identity Management = X

: o - e
ID Dashboard Examinations

Management

Management

Add a new exam Add Exam

Edit existing exams

Enroll students to exam
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Examination Management

of the European Union

8 Add Exam - X B ' Edit Exam

Add Exam Edit Exam

N ID Date Enrolled Students
Additional Material [ ]vYes [ ] No ke —

Introduction 61667302972  07/12/2022 00:00:00 59
Exam Duration:

Exam Type: Oral v
Name:

Privacy Policy

Scheduled date ISelect a date m |

=m — - —

IMANEIETHMIO '?“" [ﬂl\’&'f‘:l{ 1 . ) S 10 Sis s 0 0 C LR
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LMS Integration and Synchronization Tools
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8" Upload and Enroll to Exam

Upload and Enroll Students:

Upload students:

C:\Users\argyr\Downloads\test_users
(1) rerr

# " View Enroll Students

First name Last name

Adamos Adamou

Email

aadamou@live.com

Exam id Exam name

61667302972 Introduction to F

Students Enrolled in Exam: Introduction

First name
Christou
Georgiou
Panagi
Tsakilioti

All students selected

HNUI'%E‘)\'I" A4 g | University
[Uy sy o P [ of C_Vp[‘LlS

T
Select Exam: zamou

Sofocleous
61667302972 Sofocleous

Aricénd

Last name
Panikos
Mariaeleni
Paraskevi
Evangelia
Maria
Elena

Elena

[

Email A
panikoschristou@yahc
mgeorg04@ucy.ac.cy
ppanag03@ucy.ac.cy
euatsakilioti@gmail.co
mtzamo01@ucy.ac.cy
sofokleous.elena@ucy

elenadepp1524@gma

nancma sricbManennil ~n

Select all students: Yes

T ruU Stm) . https://trustid-project.eu

Cancel
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TRUSTID Backend — Application Programming Interface &mes:

TRUSTID API® login
B8 oo login_create

Creates a JSON Web Token if the provided credentials are correct

s for inferacting with the TRUSTID server

Parameters Cancel
.
Name Description
data * "o
Fitor Edit Value | Model
(body)
o <
instructor "email®: “string",
“password”: “string”
[rosr [P e N )
Gl /isstructor/enroll_students instevctar_sarell_studssts_craste @
B jimstrscror/iist_exan Sowtresher. Lt _smm List @
o R u——— Lamtieetor_spdate_sien_doralls scsste @
login b
[Croer 0T [PSp—
~
monitoring T

IEEA /nonitoring mibeing e @

Parameter content type
refresh_token v application/json v
BESA /retress_token refresh_tokes_creste

Responses Response content type | application/json ~

student BZ
BESE /student/identitication student_idestification_creste @

Code Description
Bl /etvient/tise_onem PR TR TR

201

JS0N Web Token has been created successfully. The wvalue is returned in

trustid_version 2
B /rrustid_version trustid versics_list Example Value | Model
update_exam_condition =
BESA /opaate_oxan_condition wpdate_sxmn ceedltive_creste @

CUNIVESS Ty OF FATEAS
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Web APl — Documentation

of the European Union

Q Ssearc
Au .
instructor
instructor >
ogin >
monitoring >
i POST | /instruct
reirush ok » instructor_add_exam_create nstr

The view that allows instructors 10 add examinations

Request samples

student > Bearer

application/json
trustid_version >

additional_material
update_exam_condition >

duration

Enum:

Response samples

200
Responses

A 200 S

applicationjson

A general message description

The name of the

i
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hank youl!

Marios Belk, Cognitive UX GmbH
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