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TRUSTID Multiplier Event in Cyprus

Gathering and Welcome Speech by the Host — Dr. Argyris Constantinides

Introduction and Overview of the TRUSTID Project: Analysis, Design and Development of the TRUSTID Open-
source Framework and System — Dr. Marios Belk

Evaluation Reports regarding Efficiency, Effectiveness and User Acceptance of TRUSTID in Three Case Studies
at Higher Education Institutions across Europe — Dr. Argyris Constantinides

Knowledge Repository containing Training Webinars, Guides of Best Practices, Integration Guidelines, Training
14:15-14:45 Materials and Forum Discussions on how to Adopt and Deploy Continuous Student Identity Management
Solutions in Higher Education Institutions — Dr. Argyris Constantinides

14:45-15:00 Coffee Break and Networking

TRUSTID Live System Demonstration and Walk-in Hands-on Interaction with the Open-source TRUSTID
Technology — Mr. Michalis Bofos and Dr. Argyris Constantinides

17:00-17:30 Coffee Break and Networking

TRUSTID Live System Demonstration and Walk-in Hands-on Interaction with the Open-source TRUSTID
Technology — Mr. Michalis Bofos and Dr. Argyris Constantinides

15:00-17:00

17:30-19:30

19:30-20:00 Conclusions, Discussions and Networking
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Co-funded by the

TRUSTID Overview Erasmuse Programme

- TRUSTID: “Intelligent and Continuous Online Student Identity Management for Improving
Security and Trust in European Higher Education Institutions”

- Part of the actions of Erasmus+ 2020 and in particular the Call “Strategic Partnerships in
Response to the COVID-19 Situation: Partnerships for Digital Education Readiness in the
field of Higher Education (KA226)”

- Duration: June 2021 - May 2023 (24 Months)

- Currently pursuing Month 24 of the project
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Project Partners
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University
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Department of Electrical and Computer Engineering,
University of Patras, Patras, Greece (Project Coordinator)

Department of Computer Science, University of Cyprus,
Nicosia, Cyprus (Project Partner)

Institute of Systems and Robotics, University of Coimbra,
Coimbra, Portugal (Project Partner)

Cognitive UX GmbH, Heidelberg, Germany (Project
Partner)
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Covid-19 outbreak: Problem and Challenges in HEI’s cFone toropean i

Ambiguities 4 @\‘\\\\

\\

Environment
Physical and Digital

=
A
a

OANELISTHMIO & Universit - . ) S STITUTO DE SIS S E ROBOTIC, iti
O LALON A of Cyprus TrUStE) nttpsy//trustid-project.eu IR temo gt matncs. COZRITIVeUX



Co-funded by the

Covid-19 outbreak: Problem and Challenges in HEI's cFone toropean i

- Challenges

- Continuously and seamlessly identify students while preserving their
privacy and without interrupting or interfering with the current learning
activities of each HEI

- Provide insights to instructors in order to take informed decisions for their
classes and attendees

- Provide alternative integration capabilities and modes of TRUSTID in order
to better adapt to specific requirements of each HEI
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Co-funded by the

TRUSTID Vision Erasmus+ Programme

Design, develop and evaluate a multi-tier continuous student identification
framework, bootstrapped to HEIs" needs, that will consist of state-of-the-art
intelligent image, voice and interaction data processing while preserving their

privacy

i
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Co-funded by the

Core Objectives S

- Literature review on current practices and procedures related to student identity management of
EU HEls and triangulate findings with stakeholders’ studies at the participating HEIls

- Design and develop an integrated framework for student identity management

- Validate the solution through a User-Centered Design (UCD) methodology; two formative studies
are planned, during the software development process; and one summative study is planned,
after the final release of the software

- Create a repository that will support knowledge building

- Dissemination and exploitation activities — research papers, workshops, seminars, LTTAs, etc.
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O IIATPON . (\::r;tr\ TFU SJU ) - https://trustid-project.eu |S": INSTITUTO DE SISTEMAS E ROBOTICA COgnItIVEUX



Co-funded by the
Erasmus+ Programme

|nte||eCtua| OUtpUtS of the European Union

Intellectual Output 1: Analysis & validation of the TRUSTID framework for HEIs" continuous
student identity management (Conceptual)

Intellectual Output 2: Implementation of an open-source software toolkit (Operational)

Intellectual Output 3: Evaluation and validation reports in the context of three case-
studies at different HEIs (Lessons Learned and Guidelines)

Intellectual Output 4: Knowledge building online community and repository
(Sustainability)
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Key Achievements and Milestones reached
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Intellectual Output 1 — Tasks and Achievements e

|01 - Needs Analysis and Design of the Achievements and Outputs
Theoretical Framework for Continuous
Student Identity Management

Specifications of the TRUSTID framework 2 RSO Gl me s e
. . = Refined the framework FI | ([ &
OUtPUt' PUb|IC8tIOﬂS, Other’ Dataset = Specifications for the face, voice and ¢ lﬁ“&ﬁ’w «259 %
interaction identification mechanism = o
= Specifications for LMS integrations of 0 ‘ & ;_' 4
) ) TRUSTID at UPAT, UCY, UC sites S— e e
- Task 1.1: Needs Analysis on ldentity ' ==
Management In H E|S Privacy-preserving architecture for continuous
student identity management
= Designed the privacy-preserving e o
. . architecture e 1 ‘ =
- Task 1.2: Needs Verification at HEIs = Defined the privacy-preserving crvimsreom 8| | e T ™ (i)
smartphone wallet e | BomerclempeCremen
= Defined the flow between client and [UR:M]i[: = H' = e
server applications of TRUSTID towards Coem JC e ) et 1N
- Task 1.3: Specification of the Framework achieving privacy-preservation of users’

biometric data
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Intellectual Output 2 - Tasks and Achievements

Co-funded by the
Erasmus+ Programme
of the European Union

102 - Design and Implementation of Open-
source Privacy-preserving Toolkit and
Application Programming Interfaces

Output: Software, Services, Publications

Task 2.1: Architecture Design

Task 2.2: Privacy-preserving Biometrics

Task 2.3: Development of Voice-, Image- and
Interaction-based Algorithms

Task 2.4: Integration and Verification Testing

TMANEMIETHMIO
O ITATPON

Trust®

. https://trustid-project.eu

Achievements and Outputs

Major improvement of the face-based identification
mechanism enrollment and continuous e
Identlfl Catlo n A A 'l"\I"|i|'ri|l|l"|i||[l!:\lTI"ifI""‘I" T

VoiceSens Sample Web Application

Development of the voice-based and interaction-
based identification mechanisms

Implemented a new architecture for privacy-
preservation

Prototype designs and implementations

Development and integration of new features in
the native Windows and MacOS applications

Mechanisms for LMS integration

Application Programming Interface, end-points for
service integration

|S-‘r INSTITUTO DE SISTEMAS E RoBOTICA CO G itiveux



Co-funded by the

Intellectual Output 3 - Tasks and Achievements B

|03 - Evaluation Reports regarding Efficiency, :

Effectiveness and User Acceptance of TRUS¥ID AGIRYEET S EnE) QUL
in Three Case Studies at Higher Education

Institutions across Europe

Successfully completed the PoC2 study with 133 participants,
Output: Dataset, Publications which participated in the user evaluation study in which they
interacted with various mechanisms of TRUSTID.

- Task 3.1: Design of Experimental Evaluation

Methodology Planned and organized the final summative evaluation study

Running the final summative formative user study to test the final

proof of concept and evaluate its usability and accuracy of

. : implemented identification mechanisms (face, voice, interaction).
- Task 3.2: Formative Evaluation Report > ( )

- Task 3.3: Summative Evaluation Report
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O ATPON o bl —H’LJ (H\ ) - https://trustid-project.eu |S-‘7 INSTITUTO DE SISTEMAS E ROBOTICA cogn|t|veux



Intellectual Output 4 - Tasks and Achievements

Co-funded by the
Erasmus+ Programme
of the European Union

|03 - Knowledge Repository containing Training
Webinars, Guides of Best Practices, Integration
Guidelines, Training Materials and Forum
Discussions on how to Adopt and Deploy
Continuous Student Identity Management
Solutions in HEIs

Output: Internet, Broadcast, Event, Publications, Video

- Task 4.1: Training Webinars
- Task 4.2: Best Practice Guides

- Task 4.3: System Integration Guidelines (through an
Application Programming Interface)

IATPON “ University
of Cyprus

TrLSTIE)  :https://ftrustid-project.eu

Achievements and Outputs

Deployment of Final Knowledge Repository Knowledge Repositry
https://trustid-project.eu/kr.php

Educational, Training and Course Material

Deployment of Final TRUSTID Community Forum
https://trustid-project.eu/community.php

TRUSTID System Code :: host

TRUSTID GitHub Open-source Code Repository
Available at: https://github.com/cognitiveux/trustid

Webinar

TRUSTID Webinar Events
= UPAT Event

= CUXEvent

= |SR-UC Event

a o 2 ) P
[ ] U CY Eve nt TRUSTID Project Webinar at Online Student Identification TRUSTID Webinar - Beyond TRUSTID Webinar - Strong
the University of Cyprus with Face itis i i lication Best Practic...
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Analysis, Design and Development of the
TRUSTID Open-source Framework and System

Intellectual Output 1: Needs Analysis and Design of the Theoretical Framework for Continuous Student
ldentity Management

Intellectual Output 2: Design and Implementation of Open-source Privacy-preserving Toolkit and
Application Programming Interfaces



Analysis, Design and Development of the
TRUSTID Open-source Framework and System

Intellectual Output 1: Needs Analysis and Design of the Theoretical Framework for Continuous Student
ldentity Management



Co-funded by the

Intellectual Output 1 (I01) o

Needs Analysis and Design of the Theoretical Framework for Continuous Student Identity
Management

Lead: University of Patras

Participating Partners:

- University of Cyprus
- Cognitive UX GmbH
- University of Coimbra ISR

- Output type: Methodologies / guidelines — Methodological framework for implementation
- Media: Publications, Other, Dataset
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Co-funded by the

|01 - Tasks and Task Leaders S e

- Task 1.1: Needs Analysis on Identity Management in HEIs

- Lead: University of Coimbra
- Participating: University of Patras, University of Cyprus, Cognitive UX GmbH

- Task 1.2: Needs Verification at HEIs

- Lead: University of Patras
- Participating: University of Cyprus, Cognitive UX GmbH, University of Coimbra

- Task 1.3: Specification of the Framework

- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra
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Co-funded by the

Needs Analysis s

- Aims
- Verify the needs analysis with the active involvement of the participating HEIs

- |ldentify the current authentication and identity management practices and
their drawbacks within the online/distance learning domain

- Conduct a series of semi-structured interviews with stakeholders
with the university partners

- Sample: 31 stakeholders participated from all partner HEls

Three-phase methodology

Stakeholder Group Higher Education | Higher BEducation | Higher Education
. Institution 1 Institution 2 Institution 3
- Phase A: Needs Analysis —— ; : :
Instructors 3 4 3
- Phase B: Needs Verification Analysis Systom Administrators | 2 2 2
Data Protection Experts | 1 1 1
- Phase C: Countermeasures and Features ™= o ! 10

i
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Co-funded by the

|dentification of Impersonation Threat Scenarios B

Subject’s Physical Context Subject’s Physical Context Subject’s Physical Context
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Subject fakes his/her identity proofs during Subject switches seats with another person Exchange of hardcopy written messages
enrolment after enrolment
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|dentification of Communication, Collaboration and Resource@g;gmﬁ;g— b
Sce n a ri O_S of the European Union

- Computer Mediated Scenarios

Remote communication/collaboration between a

smartphone or another computer of the subject and Subject seeks for help from online resources,
another remote computer search engines, which are not allowed based on
B,: Communication through voice or chat the examination policy

B,: Collaboration through mobile application (e.g.,
remote desktop connection)

)
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|dentification of Communication, Collaboration and Resource@g;gmﬁ;g— b
Sce n a ri O_S of the European Union

- In-situ Scenarios

Subject’s Physical Context Subject’s Physical Context Subject’s Physical Context
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Interaction with another person in the same Another person that is in the same room as the Projection of answers on a whiteboard
room through voice subject is interacting with the examination
using other devices of the subject’s computer

)
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Threat Model, Data Metrics and Countermeasures

Co-funded by the
Erasmus+ Programme
of the European Union

Impersonation Threats

Privacy-
preservation
. . . . with regards to
Physiological and Behavioral Data Metrics storage,
retrieval and
( ) processing of
Student Verification Continuous Student Identification Historical Biometric Data data
during Enrolment during Examination Analysis after Examination
& J
Applies to oral, digital and hand Applies to digital and hand written Applies to oral, digital and hand written
written online examinations online examinations online examinations Data protection

Communication, Collaboration and Resource Access Threats

algorithms
bootstrapped on
contextual data

metrics
Behavioral Data Metrics Contextual Data Metrics
|

( N\ ( )

Face Expression Eye Gaze Behavior Interaction Device and Physical

Analysis Analysis Context Analysis and Monitoring

& J L J

Applies to digital written Applies to digital written Applies to oral, digital and hand written

online examinations online examinations online examinations

Threat model composed in terms Data metrics for analyzing and Suggested countermeasures
B of impersonation, communication, (] monitoring physiological, behavioral [___] and features for addressing

collaboration, resource access threats and contextual data the identified threats

HMIO

TIANEIIET University T
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Analysis, Design and Development of the
TRUSTID Open-source Framework and System

Intellectual Output 2: Design and Implementation of Open-source Privacy-preserving Toolkit and
Application Programming Interfaces



Co-funded by the

Intellectual Output 2 (102) e

Design and Implementation of Open-source Privacy-preserving Toolkit and Application
Programming Interfaces

Lead: Cognitive UX GmbH

Participating Partners:
- University of Patras
- University of Cyprus
- University of Coimbra ISR

- Output type: Services / structures — E-learning platform

- Media: Software, Service, Publications

O MM University —H’LJ QJUT; ) https://trustid-project.eu |S-‘n INSTITUTO DE SISTEMAS E ROBOTICA cognitiveux
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|02 - Tasks and Task Leaders S e

Task 2.1: Architecture Design

- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.2: Privacy-preserving Biometrics
- Lead: University of Cyprus
- Participating: University of Patras, University of Coimbra, Cognitive UX GmbH

Task 2.3: Development of Voice-, Image- and Interaction-based Algorithms

- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.4: Integration and Verification Testing

- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra
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TRUSTID High-level Framework

Co-funded by the
Erasmus+ Programme
of the European Union

® TRUSTID Client u .’ TRUSTID Server
9 |
dh Student view = A NGIUX
( ) ( ) PostgreSCL
Features Countermeasure Features
— Enroliment with face and voice biometrics — Face-/voice-based identification
— Integration with Universities’ LMS — Detect authentic video streams
— Access to LMS examination — Monitor student’s digital context
— Monitor student’s behavior @1
o — Historical impersonation analytics @ \9
s — Handwriting style analytics >N 0/
S - - - - - ) U b,
&
Instructor view 3 3
é
( ) ‘
Features 4
— Manual student verification
— Smart data analytics A —
— Run-time insights %
— Actionable analytics \':::.
— Smart alerts eoe
\ J
Implemented as a native Windows and MacOS application Storage and processing of privacy-
Seamless for technical staff of HEIs ing bi tric data
Allows control over the student’s computing device preserving blometric da
O [TATPON },(\\”;L[\\ T rJ SJ[ |: ) https://trustid-project.eu

Student Interaction

LMS of HEIs

Blackboard

LMS

»
E’j &> Extensions

= _ = _=—
) -—

L —
Student Data

Integration
Services

@ Single Sign On

Integration of students’
data and exam data
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Client Application

Windows and MacOS
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B TRUSTID :: Intelligent Student Identity Management = X

1)

TRUSTD

Email | |

Password [ |

Organization () University of Cyprus X"
(O University of Patras O

O University of Coimbra p.
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Register Face Biometrics

Co-funded by the R
Erasmus+ Programme *
of the European Union * x> IKY

B ' Face Enrollment

Register Face Biometrics

TRUSTID needs your consent to collect your face data

Please select | consent to continue

NANEIETHMIO Ty i R i
IIATPON of Crrs TTUS}LT‘ :: https://trustid-project.eu

Biometrics Process
Step 1 - Consent

Step 2 - Face Biometrics

Biometrics Ready

Cancel Enrollment

I\ msriuTo pE sisremas ERosonica COGIN itiveux
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Register Voice Biometrics i

® ° Voice Enrollment - X

Register Voice Biometrics Biometrics Process
tep 1 - Consent

Step 2 - Voice Biometrics

Biometrics Ready

nllll'l“ll]llo-

TRUSTID needs your consent to collect your voice data
Please select | consent to continue

Cancel Enrollment

OANEOISTHMIO &, Universit - . ) STITUTO DE SIS S E ROBOTIC, iti
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Co-funded by the
Erasmus+ Programme

Control and Manage Biometrics

B TRUSTID :: Intelligent Student Identity Management

> o 2 s

Dashboard Examinations Biometric Models

Actions

Voice

4
—
\.'.) Created on: 06/12/2022 12:47:50

(o]

3 Created on: 06/12/2022 12:4
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Co-funded by the R

Continuous Face ldentification erasmussprogramme - [ TP
B ' Face |dentification - X

Face-based Identification

TRUSTID will identify you based on your face characteristics
First, position your face in the camera frame

Get Started

[

TIANEMTIETH
O ITATPE

T rus I ‘ . . https://trustid-project.eu

Identification and Verification Process

Step 1 - Face-based identification

Identity Verification
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Continuous Voice ldentification

Co-funded by the
Erasmus+ Programme
of the European Union

B " Voice Identification

Voice-based Identification

Your voice is now being recorded - Please speak loudly and clearly

']LI\XL[‘L)“E)‘KI’ Sgpn | University
i L | of Cyprus

T i SU‘F—' . https://trustid-project.eu

Identification and Verification Process

>iep 1 - race-Dase entncato

Q

Step 2 - Voice-based identification

Identity Verification

Cancel
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Digital Written Examination Scenario

Co-funded by the
Erasmus+ Programme
of the European Union

B " Written Examination

Multiple Choice Questions

What does the ERASMUS acronym stand
for?

European Commitee Agency Scheme for the
Mobility of University Students

European Community Action Scheme for the
Mobility of University Students

European Continental Agility Scheme for the
Mobility of University Students

European Congress Ambassador Scheme for th
Mobility of University Students

Monitoring
Camera capture is enabled
Voice capture is enabled
Checkup running applications is enabled

TRUSTID will periodically capture your photo and voice
for continuous identification purposes and will checkup
the running applications and processes on your computer

User Feedback Mechanism
(O 1 will impersonate with another person

() 1 will open a forbidden application

Send Feedback

Universit g ) ) see
of g‘;‘ui T i Stm) i https://trustid-project.eu |S_" EETIOETE S £ AOIck COgnlthEUX



Co-funded by the R
Erasmus+ Programme W% A

Oral Examination Scenario

# " Oral Examination

Oral Examination in Progress Monitoring
Camera capture is enabled
Checkup running applications is enabled

TRUSTID will pericdically capture your photo and voice
for continuous identification purposes and will checkup

cee
the running applications and processes on your computer
User Feedback Mechanism
L I I (O 1 will impersonate with another person

(O 1 will open a forbidden application

Haim

P

Start Voice Capture
S Send Feedback

|S? INSTITUTO DE SISTEMAS EROBOTICA - COZ N itive ux
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Co-funded by the RaE

Examination Management Dashboard of e B i R

B 7 TRUSTID :: Intelligent Student Identity Management = X

: o - e
ID Dashboard Examinations

Management

Management

Add a new exam Add Exam

Edit existing exams

Enroll students to exam

OANEOISTHMIO ) Iniversity - g
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Co-funded by the

Examination Management

of the European Union

8 Add Exam - X B ' Edit Exam

Add Exam Edit Exam

N ID Date Enrolled Students
Additional Material [ ]vYes [ ] No ke —

Introduction 61667302972  07/12/2022 00:00:00 59
Exam Duration:

Exam Type: Oral v
Name:

Privacy Policy

Scheduled date ISelect a date m |

=m — - —

IMANEIETHMIO '?“" [ﬂl\’&'f‘:l{ 1 . ) S 10 Sis s 0 0 C LR
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LMS Integration and Synchronization Tools

Co-funded by the
Erasmus+ Programme
of the European Union

8" Upload and Enroll to Exam

Upload and Enroll Students:

Upload students:

C:\Users\argyr\Downloads\test_users
(1) rerr

# " View Enroll Students

First name Last name

Adamos Adamou

Email

aadamou@live.com

Exam id Exam name

61667302972 Introduction to F

Students Enrolled in Exam: Introduction

First name
Christou
Georgiou
Panagi
Tsakilioti

All students selected

HNUI'%E‘)\'I" A4 g | University
[Uy sy o P [ of C_Vp[‘LlS

T
Select Exam: zamou

Sofocleous
61667302972 Sofocleous

Aricénd

Last name
Panikos
Mariaeleni
Paraskevi
Evangelia
Maria
Elena

Elena

[

Email A
panikoschristou@yahc
mgeorg04@ucy.ac.cy
ppanag03@ucy.ac.cy
euatsakilioti@gmail.co
mtzamo01@ucy.ac.cy
sofokleous.elena@ucy

elenadepp1524@gma

nancma sricbManennil ~n

Select all students: Yes

T ruU Stm) . https://trustid-project.eu

Cancel
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Co-funded by the

TRUSTID Backend — Application Programming Interface &mes:

TRUSTID API® login
B8 oo login_create

Creates a JSON Web Token if the provided credentials are correct

s for inferacting with the TRUSTID server

Parameters Cancel
.
Name Description
data * "o
Fitor Edit Value | Model
(body)
o <
instructor "email®: “string",
“password”: “string”
[rosr [P e N )
Gl /isstructor/enroll_students instevctar_sarell_studssts_craste @
B jimstrscror/iist_exan Sowtresher. Lt _smm List @
o R u——— Lamtieetor_spdate_sien_doralls scsste @
login b
[Croer 0T [PSp—
~
monitoring T

IEEA /nonitoring mibeing e @

Parameter content type
refresh_token v application/json v
BESA /retress_token refresh_tokes_creste

Responses Response content type | application/json ~

student BZ
BESE /student/identitication student_idestification_creste @

Code Description
Bl /etvient/tise_onem PR TR TR

201

JS0N Web Token has been created successfully. The wvalue is returned in

trustid_version 2
B /rrustid_version trustid versics_list Example Value | Model
update_exam_condition =
BESA /opaate_oxan_condition wpdate_sxmn ceedltive_creste @

CUNIVESS Ty OF FATEAS

TMANE[IETHMIO "';‘ Ln Sit s a . l iti
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Web APl — Documentation

of the European Union

Q Ssearc
Au .
instructor
instructor >
ogin >
monitoring >
i POST | /instruct
reirush ok » instructor_add_exam_create nstr

The view that allows instructors 10 add examinations

Request samples

student > Bearer

application/json
trustid_version >

additional_material
update_exam_condition >

duration

Enum:

Response samples

200
Responses

A 200 S

applicationjson

A general message description

The name of the

i

F) . https://trustid-project.eu |S"7|NSTITLFYODESISTEMASEROBOIICA Cognitiveux
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Wallet for biometrics models

Co-funded by the
Erasmus+ Programme
of the European Union

- Pair mobile application with TRUSTID

system to fetch and store the
biometric models locally

TANEMIETHMIC
O [TATPON

)
|

Trust®

Scan the QR code on your screen

. https://trustid-project.eu

Home

My Biometrics

o - o
O, Face biometrics

Last update: No biometrics
Get ] ® Show .

4+ Voice biometrics ()

Last update: Dec 06 2022 13:27:34
BGet | ® Show @

Actions
E Exam

> Request invitation

O Dpevice

XqUnpair device

Biometrics stored successfully
QR code scanned

=

=]
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Wallet for biometrics models Eree e

- Management of biometrics models romo. o

- D IS p | ay Raw voice embeddings
tensor([[[-14.8347,4.5777,-9.8343,-5.45
- D e | ete 37,17.4822,2.5417,14.1155,19.6705,-45

.9055,7.5816,11.9480,34.4767,-48.1178
. . ,-24.4438,-18.5052,-1.6889,23.7636,-8.5

= P r I Va Cy p O | | Cy 648,-56.3760,31.6847,10.9587,20.6268
,31.9180,8.0276,26.2515,0.8923,12.460
5,19.8560,-14.8146,-29.3968,-19.2783,3
.9303,-3.4291,-4.8089,26.6458,30.4698
,10.0719,-30.0915,-14.4503,20.7261,26
.1505,51.3833,-0.9077,-7.5017,9.6999,
-11.2471,-12.1268,4.2693,6.5524,-26.54
44,6.4994,-11.2842,-5.8074,33.9168,22
.6005,-8.9363,22.1843,-2.0212,14.1805
~18.7474,17.9369,-30.4487,-13.2807,-4
1.3463,17.2133,-17.8616,4.9439,22.312 Face biometrics
6,-2.6519,58.2870,-2.9758,13.4645,8.92
99,12.7236,-18.7348,9.7045,-15.1808,-3
7.6977,-27.5083,4.1052,12.1682,15.036
3,-0.6981,-15.3490,35.0701,18.2507,0.7
284,37.9231,-19.0273,-12.9587,-21.656
4,19.5055,-11.1820,-3.8280,-15.7817,4.
4348,-13.5879,-7.1134,-22.7294,-54.782
4,31.2271,-39.2058,38.3939,-35.4799,-1
0.6682,-6.2393,-3.2399,2.6373,32.4652,
34.7038,-10.5775,34.9122,3.0415,17.34
95,5.9111,-25.8995,-8.7016,5.7957,-9.9
584,57.5775,4.2742,8.7815,-22.3882,-1
6.4608,11.1510,-3.9867,-9.9810,-15.167
1,-3.7692,2.5674,-40.1003,20.6266,7.97
11,14.3676,5.4266,1.9140,22.2031,46.5
812,-19.4519,16.5649,18.0218,-25.0056
,-8.6489,6.7770,-29.8003,-25.8890,3.80
63,28.1012,-15.3591,-13.7749,-23.5388,

To learn more about how we store your
biometrics visit: {link}

0K
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Wallet for biometrics models

Co-funded by the
Erasmus+ Programme
of the European Union

- Push notification for approval of
sharing of biometrics models during
online examination

©

TTANELI

ITAT

iMIO

ETHM
PQ

N

University
of Cyprus

13:40 B N R il fil 83%m

Tue, 6 Dec &

= 8 R 0 @ 4

Device control Media output

Expo Go 13:39

You have an exam!

TrustID would like to use your biometrics for exam id:
4637

&

@ ExpoGo

6 trustid-wallet C

Notification settings ~ Clear

i

T i SU [' ) https://trustid-project.eu

13:41Q B

TrustID would like to use your biometrics
Exam id: 4637

11l @] <
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Thank you SRR

(OO Ok#:10)
N Tk ovensouce By oo
: A % Knowledge Reposito "3:;.{ Software Technolo
B of the European Union @Er I'; g P " @%‘t‘f_& ]i %

INTELLIGENT AND CONTINUOUS
ONLINE STUDENT IDENTITY MANAGEMENT

Improving Security and Trust in European Higher Education Institutions
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