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Co-funded by the

TRUSTID Overview Erasmus+ Programme

- TRUSTID: “Intelligent and Continuous Online Student Identity Management for Improving
Security and Trust in European Higher Education Institutions”.

- Part of the actions of Erasmus+ 2020 and in particular the Call “Strategic Partnerships in
Response to the COVID-19 Situation: Partnerships for Digital Education Readiness in the
field of Higher Education (KA226)”.

- Duration: June 2021 - May 2023 (24 Months).

TrustiH

- Currently pursuing Month 24 of the project.
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Covid-19 outbreak: Problem and Challenges in HEIs oA

- With the Covid-19 outbreak many HEls followed a blended learning educational model
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Co-funded by the

Covid-19 outbreak: Problem and Challenges in HEls cF e Eonanean oo

Challenges:

- Continuously and seamlessly identify students while preserving
their privacy and without interrupting or interfering
with the current learning activities of each HEI

- Provide insights to instructors in order to make
informed decisions for their classes and
attendees (e.g. misconduct).

- Provide alternative/additional integration
tools to better adapt to the new
requirements at each HEI
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Co-funded by the
Erasmus+ Programme

TRUSTID Vision

Design, develop and evaluate a multi-tier
continuous student identification framework,
bootstrapped to the needs of HEls.

Consisting of state-of-the-art intelligent
image, voice and interaction data processing
while preserving students’ privacy.
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Co-funded by the
Erasmus+ Programme

Core Objectives

Literature review on current practices and procedures related to student identity
management of EU HEIs and triangulate findings with stakeholders’ studies at the
participating HEls

Design and develop an integrated framework for student identity management

- Validate the solution through a User-Centered Design (UCD) methodology; °
two formative studies during the software development process;
and one summative study, after the final release of the software

Create a repository that will support knowledge building

Dissemination and exploitation activities —papers, workshops, LTTAs, multiplier event, etc.
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Co-funded by the
Erasmus+ Programme

Intellectual Outputs

- Intellectual Output 1: Analysis & validation of the TRUSTID framework for HEIs” continuous
student identity management (Conceptual)

- Intellectual Output 2: Implementation of an open-source software toolkit (Operational)

- Intellectual Output 3: Evaluation and validation of three case-studies at different HEIs
(Lessons Learned and Guidelines)

- Intellectual Output 4: Knowledge building online community and repository
(Sustainability)
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Co-funded by the Laryma
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Gantt Chart Erosls: Progtomine s

1/6/2021 1/7/2021 1/8/2021 1/9/2021 1/10/2021 1/11/2021 1/12/2021 1/1/2022 1/2/2022 1/3/2022 1/4/2022 1/5/2022 1/6/2022 1/7/2022 1/8/2022 1/9/2022 1/10/2022 1/11/2022 1/12/2022 1/1/2023 1/2/2023 1/3/2023 1/4/2023 1/5/2023
TRUSTID Activities / Month 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 2 23 24
Framework Analysis & Design Activities (related to I01)
T1.1: Needs Analysis on Idenfty Management in HEIs
T1.2: Needs Veriicaton at HEls
T1.3: Specification of the Framework
Development & Integration Activities (related to 102)
T2.1: Archiecture Design
T2.2: Privacy-preserving Infeligent Biomelrics
T2.3: Development of Voice-, Image- & Inferacion Algorthms
T2.4: Integraon & Verificaton Testing
Evaluation Activities (related to 103)
T3.1: Design of Experimental Evaluaon Methodology
T3.2: Formative Evaluafion
T3.3: Summakve Evaluabon
Knowledge Building Repository Activities (related to 104)
T4.1: Training Webinars for Instructors, Students and System Administrators
T4.2: Guides of Best Pracfices and Training Materials
T4.3: Integraton Materials
Learning Teaching Training Activities
Training Material for Instruciors and System Administrators
Preparafion of the Event
Short-term Joint Staff Training Event in Cyprus
Multiplier Events

Naonal Conference (Portugal)

Nafonal Conference (Greece)
Transnational and Virtual Monthly Project Meetings
Kick-off Meelng (Greece)
Second Meeting (Germany)
Third Meeting (Portugal)
Final Meeting (Cyprus)
Virtual Monthly Skype Meefings
Dissemination & Exploitation Activities
Webste, Communiy Forum & Social Media Presence
Disseminabion fo the Public, Scientic & Industrial Audience
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Intellectual Output 1 - Needs Analysis and
Design of the Theoretical Framework for Continuous
Student Identity Management




Co-funded by the

|01 — Key Objectives R

- Conduct needs analysis of students, teachers and academic policy
makers related to continuous student identity management

- Define security metrics and policies for continuous student
identity management

- Set the specifications of the framework by considering privacy
aspects within diverse online learning/academic scenarios

- Design a multi-dimensional user model for continuously identifying end-users based on a
variety of inputs (voice, image, user interaction)

- Triangulate/combine findings from literature and real-world case studies in three HEls
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Co-funded by the

Erasmus+ Programme
- a S S of the European Union

- Task 1.1: Needs Analysis on Identity Management in HEls
- Lead: Institute of Systems and Robotics Coimbra

Task 1.2: Needs Verification at HEIs
- Lead: University of Patras

Task 1.3: Specification of the Framework
- Lead: Cognitive UX GmbH

Output type: Methodologies / Guidelines for framework implementation
Media: Publications, Other, Dataset

TTANEITISTHMIO et TP~ ' iti
(@ Jikicisit niversit TrUStE) : htpsifrustic-project.eu IR ooz erosorca cogNitiveux

of Cyprus



Co-funded by the

|01 — Stakeholders B
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- Qutcomes valuable for:
- Researchers and practitioners working in the area of intelligent and continuous user identification

- Class instructors (e.qg., Professors, Lecturers, etc.)
- System administrators of HEIs

Institutional policy makers
Strategic planners
Administration

Teaching staff
Government
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Co-funded by the
Erasmus+ Programme

Task 1.1: Needs Analysis on Identity Management in HEls  &eaisesi

- Started in early stages of the project aiming to lay the foundations for implementing the
continuous student identification framework.

- Conduct a thorough literature review analysis in relevant key areas of the project:
- |dentify and analyze state of the art works of student identity management

- |dentify security metrics, policies and procedures that
are currently applied in HEls

- Investigate state-of-the-art Al/ML approaches to ‘
continuously and unobtrusively identify end-users 4 .
based on voice, face and user interaction features Journal under review: “Continuous User

Identification in Distance Learning: A
Recent Technology Perspective”, Smart
Learning Environments Journal, Springer, 2023.
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Co-funded by the

Task 1.2: Needs Verification at HEls B

- Triangulate results of the literature review analysis:

- Conduct a series of semi-structured
interviews with key stakeholders of
the participating universities (e.g., Literature Review
policy makers, administrators,
security officers, etc.)

- ldentify the currently applied procedures Author's
and pohgeg of identity manag.ement and In-Depth ey e
authentication, the technologies and Interviews it
online learning platforms that are
currently used in each university
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Task 1.2: Needs Verification at HEIs

Co-funded by the
Erasmus+ Programme
of the European Union

- Aims

- Verify the needs analysis with the active involvement of the participating HEls

- |ldentify the current authentication and identity management practices and

their drawbacks within the online/distance learning domain

- Conduct a series of semi-structured interviews with stakeholders
with the university partners

- Sample: 31 stakeholders participated from all partner HEls

Stakeholder Group

Higher Education
Institution 1

Higher Education
Institution 2

Higher Education
Institution 3

Students

Instructors

System Administrators
Decision Makers

Data Protection Experts
Total

- b B L b

== b s 2

== b L2

HBAE%ZIIBMII\IO Angh | University
L | of Cyprus

T M Stﬁ\) - https://trustid-project.eu

Journal published: “Ensuring Academic Integrity
and Trust in Online Learning Environments: A
Longitudinal Study of an Al-centered
Proctoring System in Tertiary Educational
Institutions”, Education Sciences, 2023.
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Co-funded by the

Deployed tools during critical academic activities i A

- University of Coimbra: In-house developed LMS (UCTeacher/UCStudent).

- University of Patras: Nation-wide developed LMS

- University of Cyprus: Off-the-shelf (e.g., Moodle) LMS

- LMS used during the COVID-19 period, progressively adapted to the pandemic situation

- All universities have a common pattern for student identification purposes
- Tools for conducting meetings are used for student identification purposes, e.g., Zoom, Microsoft Teams, etc.

- |ldentified three main type of examinations
- Oral
- Written online
- Written hardcopy

Phases in an Online Examination

ITANEIIXTHMIO
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Co-funded by the
Erasmus+ Programme

Perceived Credibility of Online Examinations during COVID-19 &g

- Consensus among all participants/stakeholder groups that the current workflows and
deployed ICT tools embrace vulnerabilities, which threaten the credibility of critical online
academic activities, such as, online examinations

- Absence of validated procedures during COVID-19 compared to pre-COVID-19 validated
procedures in which critical academic activities occurred within controlled physical settings

- Decision makers are aware of limitations of the current examination methods and are working
towards improving LMS features to address malicious activities (e.g. plagiarism detection).

- One policy maker stressed that the current online procedures entail a high number of threat scenarios,
which makes this attempt very difficult to reach the standards of physical examinations.

J\R INSTITUTO DE SISTEMAS E ROBOTICA - CO & I itiveux
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Co-funded by the
Erasmus+ Programme

Perceived Credibility of Online Examinations during COVID-19 &g

- Instructor responses revealed that the online procedures had an effect on their emotional
and ethical aspects since they could not assure the fairness among students who were
well-prepared and students who misused the limitations of online exames.

- All students agreed about questioning the current procedures
within critical online academic activities. Yet, some students
admitted that the online-based procedure was easier and
more convenient than the conventional physical examination
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Co-funded by the
Erasmus+ Programme

Threat Scenarios in Online Academic Activities R

Phases in an Online Examination

Threat Scenarios
- Impersonation activities, refer to actions of a - Forbidden collaboration and/or communication
person imitating or replicating the behavior or scenarios with other persons, either within the
actions of another person. physical or remote context

- In-situ collaboration activities: related to suspicious
activities that take place in the subject’s physical
context

- These scenarios can happen during the student
identification phase or even throughout the
examination session, e.g., subject fakes his/her

identity proofs during enrolment - Computer mediated collaboration activities: related

to suspicious activities that involve remote
collaboration and/or communication with other
persons

- Forbidden access to material, either within the
physical or remote context
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Co-funded by the
Erasmus+ Programme

Task 1.3: Specification of the Framework

- Aims
- Define the methodology and conduct an analysis, elicitation and validation of the security
measurements, metrics and policies of the framework

- Define, at a conceptual level, a multi-dimensional user model for continuous identification of end-users

- Framework and model based on input from T1.1 (literature analysis) and T1.2 (semi-
structured interviews with stakeholders of HEIs)

- Algorithms identified and designed for continuous identification based on a combination
of voice, image and interaction behavior data

- This will guide the development of the corresponding intelligent user identification
mechanisms in 02,
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Co-funded by the
Erasmus+ Programme

Impersonation Threats

- Impersonation threats, i.e. replace the user with another person, can be addressed by
analyzing the students' biometric data (physiological and behavioral):

Impersonation threats during student examination enrolment can be addressed through automatic
student verification based on ground truth biometric data

Impersonation threats during the examination session can be addressed based on continuous student
identification based on biometric data

Impersonation threats can be identified after an online examination has completed through intelligent
data analytics based on historical biometric data

Countermeasures: face-/voice-/interaction-based identification.
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Co-funded by the

Communication, Collaboration and Resource Access &

- Communication, collaboration and resource access threats can be addressed by analyzing
the students’ behavioral data:
- Analysis of face expressions, eye gaze, voice signal processing
- Monitoring the student's computing device (applications, websites access, etc.) and physical context

Such threats are primarily present during examinations

£ & \ Aim:
& )_g - Detect whether students are communicating and/or
& dl/ collaborating with another person.
_\:QQO Z - Detect whether they are attempting to access forbidden
@ resources
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Intellectual Output 1 — Tasks and Achievements

Co-funded by the
Erasmus+ Programme
of the European Union

101 - Needs Analysis and Design of the
Theoretical Framework for Continuous
Student Identity Management

Output: Publications, Other, Dataset

- Task 1.1: Needs Analysis on Identity
Management in HEIs

- Task 1.2: Needs Verification at HEIs

- Task 1.3: Specification of the Framework

University
of Cyprus

TANE[IETHMIO
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Achievements and Outputs

TRUSTID Server LMS of HEIs

HE g e e
NGINX oA

Specifications of the TRUSTID framework s
= Refined the framework

» Specifications for the face, voice and el ::
interaction identification mechanism o
= Specifications for LMS integrations of = =

TRUSTID at UPAT, UCY, UC sites e

ingrason cf studerts

Privacy-preserving architecture for continuous

student identity management

= Designed the privacy-preserving
architecture

= Defined the privacy-preserving
smartphone wallet

= Defined the flow between client and
server applications of TRUSTID towards
achieving privacy-preservation of users’
biometric data

Database 8

=M=

J
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Intellectual Output 2 - Design and Implementation of
Open-source Privacy-preserving Toolkit and Application
Programming Interfaces




Co-funded by the

Erasmus+ Programme
- a S S of the European Union

Task 2.1: Architecture Design
- Lead: Cognitive UX GmbH

Task 2.2: Privacy-preserving Biometrics
- Lead: University of Cyprus

Task 2.3: Development of Voice-, Image- and Interaction-based Algorithms
- Lead: Cognitive UX GmbH

Task 2.4: Integration and Verification Testing
- Lead: Cognitive UX GmbH
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Co-funded by the

Summary of Outcomes (1/2) Crasmust Progranme

Designed and developed the final version of the TRUSTID platform and associated tools
and mechanisms for continuous student identification

Native client software applications (implemented Windows and MacOS applications),
enabling students and instructors to interact with the mechanisms of TRUSTID

Robust Back-end system, which consists of an Application Programming Interface, which
exposes a series of system end-points of TRUSTID

Architecture for privacy-preservation

Integrated all the technologies under interoperable platform
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O I[TATPON of Cyprus T U SJ[ ‘ E,/ i https://trustid-project.eu YR INSTITUTO DES cognltlveux



Co-funded by the

Summary of Outcomes (2/2) Crasmust Progranme

- Face identification enrollment (Native vs. Web-based) enabling end-users to enroll in the
TRUSTID system through recording of face-based images used for training the
identification models

- Mechanism for LMS integration (e.g., Moodle authentication) and examination
Mmanagement

- Machine learning-based algorithms and mechanisms for face-based identification

- Machine learning-based algorithms and mechanisms for voice-based identification and
interaction-based identification

- Privacy-preserving wallet smartphone application
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TRUSTID High-level Framework

Co-funded by the
Erasmus+ Programme
of the European Union

o TRUSTID Client a .’
dh Student view L
( 2\ ( N
Features Countermeasure Features
— Enrollment with face and voice biometrics — Face-/voice-based identification
— Integration with Universities’ LMS — Detect authentic video streams
— Access to LMS examination — Monitor student’s digital context
— Monitor student’s behavior
0 — Historical impersonation analytics
e — Handwriting style analytics
- - - - - - ) U y

Instructor view

Features

— Smart data analytics
— Run-time insights

— Actionable analytics
— Smart alerts

— Manual student verification

Implemented as a native Windows and MacOS application
Seamless for technical staff of HEIs
Allows control over the student’s computing device

University
of Cyprus

TANEITISTHMIO
O ITATPON

TRUSTID Server

L3 A NGINX

2
@@3

Storage and processing of privacy-
preserving biometric data
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Student Interaction

LMS of HEIs

Blackboard

Y s
-'j <> Extensions

.Ei .ii -
S ——
Student Data

Integration
Services

@ Single Sign On

Integration of students’
data and exam data
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Co-funded by the

Server Architectural Design and Technology Stack e

- Server-side web API
- Django REST Framework

- NGINX (Web server, Reverse proxy,

Load balancer) Postgresat \ Worker 1
- Gunicorn (Application server that t ' [Worker2
implements the Web Server g o S
Gateway Interface) www >  NGINX  —p (INGORET e o
- Celery (Asynchronous task queue FHiresponye . [Workern
based on distributed message  Celery worker
- ! RabbitMQ processes
passing) *
- RabbitMQ, (Message broker) , -
E RabbitMQ
: ask
- PostgreSQL g ook coo
- Docker
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Co-funded by the

Client App: Integrated Login T

B TRUSTID :: Intelligent Student |dentity Management — w

1)

TRUSTD

Email | |

Pazzword | |

Organization () University of Cyprus ¥
) University of Patras @
) University of Coimbra 2.,

Universit . . INSTITUTO DE SISTEMAS E ROBOTICA iti
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Co-funded by the
Erasmus+ Programme

Client App: Register Face Biometrics

B " Face Enrollment

Register Face Biometrics Biometrics Process
Step 1 - Consent

Step 2 - Face Biometrics

Biometrics Ready

TRUSTID needs your consent to collect your face data
Please select | consent to continue

Cancel Enrollment

O TATPON University Tﬂ ] C_:J[‘F'- ) - https://trustid-project.eu 1\ INSTITUTO DE SISTEMAS E ROBOTICA cognltlveux
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Co-funded by the
Erasmus+ Programme

Client App: Register Voice Biometrics

B " Yoice Enrollment

Register Voice Biometrics Biometrics Process

Step 1 - Consent

Step 2 - Voice Biometrics

Biometrics Ready

TRUSTID needs your consent to collect your voice data
Please select | consent to continue

| consent
Cancel Enrollment

TANHIETHMIO s i ) ) g0
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Co-funded by the
Erasmus+ Programme

Client App: Control and Manage Biometrics iKY
B TRUSTID : Intelligent Student Identity Management — X
iD Dasfbioard E:-:ami:iations Si:rret%Mc-cels

Edit Biometrics ﬁ

Actions

Vaice

Created on: 06/12/2022 12:47:50

K@

g Created on: 06/12/2022 12:48:50
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1APY MA
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YNoTPO®ION

IKY

Co-funded by the
Erasmus+ Programme

Client App: Continuous Face ldentification

B ' Face ldentification

Face-based Identificatinn ldentification and Verification Process

Step 1 - Face-based identification

Identity Verification

TRUSTID will identify you based on your face characteristics
First, position your face in the camera frame

of Cyprus
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Client App: Continuous Voice Identification TR

YNoTPO®ION

IKY

B " Voice |dentification — .

VﬂiCE-bESEd |dentiﬁcati0n ldentification and Verification Process

SIEp 1 - FraCe-based 10entimncaton

Step 2 - Voice-based identification

Chopy T g - Hhird s S L p—

Identity Verification

Your voice is now being recorded - Please speak loudly and clearly

Cancel
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1APY MA
KPATIKQN
YNOTPO®ION

IKY

Co-funded by the
Erasmus+ Programme

Client App: Digital Written Examination Scenario

B Written Examination — >
Monitoring
Multiple Choice Questions ; _
Camera capture is enabled
What does the ERASMUS acronym stand Voice canture i« enabled
fDr? Checkup running applications is enabled

TRUSTID will periodically capture your photo and woice
for continuous identification purposes and will checkup
. the running applications and processes on your computer
European Commitee Agency Scheme for the

Mobility of University Students

User Feedback Mechanism

European Community Action Scheme for the O 1 will impersonate with another person
M{]b“ity of Uﬂi"n.-"E'FSit}r‘ Students i) 1'will cpen a forbidden application

European Continental Agility Scheme for the
Mobility of University Students

European Congress Ambassador Scheme for th Send Feedback
Mobility of University Students

Close Exam

TANHIETHMIO s i ) ) g0
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Co-funded by the
Erasmus+ Programme

Client App: Oral Examination Scenario

B | Oral Examination

Oral Examination in Progress Monitoring

Camera capture is enabled
Checkup running applications is enabled

TRUSTID will periodically capture your photo and voice
for continuous identification purposes and will checkup
the running applications and processes on your computer

User Feedback Mechanism

| | () | will imperscnate with another person
g [ |
& 2

Start Vioice Capture
Send Feedback

) 1 will open a forbidden application

Close Exam

|S? INSTITUTO DEmaISTEMAS EROBOTICA CO g n itive ux

UNIVERSIDADE DE COIMI
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1APY MA
KPATIKQN
YNoTPO®ION

Client App: Examination Management Dashboard sl IKY
B TRUSTID @ Intelligent Student |dentity Management — *
i 3 Das[I'E:na rd Exa n';.iriati ons M angﬂsnt B
Management

Add a new exam Add Exam

Edit existing exams Edit Exams

Enroll students to exam

AT Universit - , , INSTITUTO DE SISTEMAS E ROBOTICA iti
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Client App: Examination Management Crpmuss Pograne

YNOTPO®ION

IKY

B Add Exam — it B Edit Exam — >

Add Exam Edit Exam

! D Date Enrolled Students
Additional Material [ Yes [ ] No ame

Introduction 61667302972  07/12/2022 00:00:00 59
Exam Duration:

Exam Type: Oral w
Mame:

Privacy Palicy

Scheduled date Select a date 51:5- |

s
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Client App: LMS Integration and Synchronization Tools

Co-funded by the
Erasmus+ Programme
of the European Union

1APY MA
KPATIKQN
YNoTPO®ION

IKY

B 7 Upload and Enrcll to Exam

Upload and Enroll Students:

Upload students:

Ch\Usershargyri\Downloads\test_users Browse File
1% s

First name Last name Email
Adamos Adamou aadamou@|ive.com

Exam id Exam name
61667302972 Introduction to F

All students selected

HB/I\E%ZIIBMIIS Angh | University
L | of Cyprus

Select Exam:

61667302972

Select all students: Yes

Cancel

B " View Enroll Students

Students Enrolled in Exam: Introduction

First name Last name Email
Christou Panikos panikoschristou@yahc
Georgiou Mariaeleni mgeorgld4@ucy.ac.cy
Panagi Paraskevi ppanagl3@ucy.ac.cy
Tsakilioti Evangelia euatsakilioti@gmail.ca
Tzamou Maria mtzamol1@ucy.ac.cy
Sofocleous Elena sofokleocus.elena@ucy
Sofocleous Elena elenadepp1224@gma
Apirtb o omm s Cmmema  sssARSS SR b e mil e

T M 8tﬁ> - https://trustid-project.eu

Cancel
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Smartphone App: Wallet for biometrics models

Co-funded by the
Erasmus+ Programme
of the European Union

- Pair mobile application with TRUSTID

system to fetch and store the
biometric models locally

TANE[IETHMIO
O [TATPON

University

of Cyprus

}

Trusti®

Scan the QR code on your screen

. https://trustid-project.eu

1327 M e @ -

Home

My Biometrics

Com . .
O, Face biometrics

Last update: No biometrics
86 @5how

# Voice biometrics &
Last update: Dec 06 2022 13:27:34

Actions
E Exam

> Request invitation
0 Dpevice

X Unpair device

Biometrics stored successfully
QR code scanned

l ? INSTITUTO DE’SISTEMAS E ROBOTICA Cogn itive ux



Co-funded by the 187y HA

KPATIKQN

YNOTPO®ION

Smartphone App: Wallet for biometrics models i A IKY

- Management of biometrics models 57020 .

1336 Q@ -
- D IS p | ay Raw voice embeddings
tensor([[[-14.8347,4.5777,-9.8343,-5.45
- D e | ete 37,17.4822,2.5417,14.1155,19.6705,-45

.9055,7.5816,11.9480,34.4767,-48.1178
. . ,-24.4438,-18.5052,-1.6889,23.7636,-8.5
= P r | Va Cy p O | | Cy 648,-56.3760,31.6847,10.9587,20.6268
,31.9180,8.0276,26.2515,0.8923,12.460
5,19.8560,-14.8146,-29.3968,-19.2783,3
.9303,-3.4291,-4.8089,26.6458,30.4698
,10.0719,-30.0915,-14.4503,20.7261,26
.1505,51.3833,-0.9077,-7.5017,-9.6999,
-11.2471,-12.1268,4.2693,6.5524,-26.54
44,6.4994,-11.2842,-5.8074,33.9168,22
.6005,-8.9363,22.1843,-2.0212,14.1805
~-18.7474,17.9369,-30.4487,-13.2807 -4
1.3463,17.2133,-17.8616,4.9439,22.312
6,-2.6519,58.2870,-2.9758,13.4645,8.92
99,12.7236,-18.7348,9.7045,-15.1808,-3
7.6977,-27.5083,4.1052,12.1682,15.036
3,-0.6981,-15.3490,35.0701,18.2507,0.7
284,37.9231,-19.0273,-12.9587,-21.656
4,19.5055,-11.1820,-3.8280,-15.7817 4.
4348,-13.5879,-7.1134,-22.7294,-54.782
4,31.2271,-39.2058,38.3939,-35.4799,-1
0.6682,-6.2393,-3.2399,2.6373,32.4652,
34.7038,-10.5775,34.9122,3.0415,17.34
95,5.9111,-25.8995,-8.7016,5.7957,-9.9
584,57.5775,4.2742,8.7815,22.3882,-1
6.4608,11.1510,-3.9867,-9.9810,-15.167
1,-3.7692,2.5674,-40.1003,20.6266,7.97
11,14.3676,5.4266,1.9140,22.2031,46.5
812,-19.4519,16.5649,18.0218,-25.0056
,-8.6489,6.7770,-29.8003,-25.8890,3.80
63,28.1012,-15.3591,-13.7749,-23.5388,

Face biometrics

To learn more about how we store your

biometrics visit: {link}

OK
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Co-funded by the

Smartphone App: Wallet for biometrics models i A

- Push notification for approval of
sharing of biometrics models during
online examination 2060 DO e

1341 Q B

13:40

Tue, 6 Dec o

Device control Media output

Expo Go 13:39 ~
You have an exam!
TrustID would like to use your biometrics for exam id:
4637

&
TrustID would like to use your biometrics
@ ExpoGo Exam id: 4637

e trustid-wallet C
v Approve X Deny
Notification settings  Clear

] @) <

TTANEMIZTHMIO University TE, . . INSTITUTO DE SISTEMAS E ROBOTICA iti
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Intellectual Output 2 - Tasks and Achievements

Co-funded by the
Erasmus+ Programme
of the European Union

102 - Design and Implementation of Open-
source Privacy-preserving Toolkit and
Application Programming Interfaces

Output: Software, Services, Publications

Task 2.1: Architecture Design

Task 2.2: Privacy-preserving Biometrics

Task 2.3: Development of Voice-, Image- and
Interaction-based Algorithms

Task 2.4: Integration and Verification Testing

ANEIIZTHMIO erdi
ITATPON ( niversity
of Cyprus

T U OJ[ F ) https://trustid-project.eu

Achievements and Outputs

Face-based identification mechanism enrollment
and continuous user identification

VoiceSens Sample Web Application

eaa L LA L
SRR AL LA

Voice-based and interaction-based identification
mechanisms

Implemented a new architecture for privacy-
preservation

Prototype designs and implementations

Development and integration of new features in
the native Windows and MacOS applications

Mechanisms for LMS integration

Application Programming Interface, end-points for
service integration

lS? INSTITUTO DE’SISTEMAS E ROBOTICA Cogn itive ux



Intellectual Output 3 - Evaluation Reports on Efficiency,
Effectiveness and User Acceptance of TRUSTID in Three
European HEls




Co-funded by the

|03 — Key Objectives R

Organize and execute standalone studies and pilot trials

Assess the effectiveness and accuracy of the intelligent biometric methods
Evaluate the overall effect of the project on usability and security

Produce evaluation reports

Define personas including the characteristics of the most representative end-users

Define different evaluation scenarios of TRUSTID

Output type: Studies / analysis — Data collection / analysis

Media: Dataset, Publications

TTANEMIZTHMIO University TE, . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
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Co-funded by the

Erasmus+ Programme
- a S S of the European Union

- Task 3.1: Design of Experimental Evaluation Methodology
- Lead: University of Patras

- Task 3.2: Formative Evaluation Report
- Lead: University of Cyprus

- Task 3.3: Summative Evaluation Report
- Lead: University of Cyprus

TANEITIETHMIQ University - . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
O I[IATPON of Cyprus T U SJ[ ‘ E) i https://trustid-project.eu IR BT cognltlveux



Co-funded by the

Task 3.1: Design of Experimental Evaluation Methodology A

Design the overall experimental methodology to be followed throughout the project

Ecological validity (design a study that approximates real-life contexts)
- Design a series of user studies in which real users perform real-life tasks in their natural environment

Studies with balanced gender (male/female), students, faculty and administrative staff of
the University of Patras, the University of Cyprus and the University of Coimbra

Two types of studies:

- Formative, conducted at early stages of the project, which aim at validating initial prototypes of the
platform and get initial user feedback on likeability, perceived usability and security

- Summative, conducted during the last months of the project to evaluate the effectiveness and
feasibility of the proposed approach

HATPON University ATEN . . INSTITUTO DE SISTEMAS E ROBGTICA iti
O IIATPON of Cyprus T(L/l SJ[ ‘ r ) https://trustid-project.eu )R INSTITUTO DES cognlt“’eux



Co-funded by the
Erasmus+ Programme

Task 3.2: Formative Evaluation Report

- On completion of the low-fidelity development, we have conducted studies (PoC1) with
semi-structured interviews to gather qualitative user feedback for the low-fidelity release

- Based on feedback gathered from the previous cycle, we refine 101 and 102

- Upon completion of the second round of development, we conduct a second round of
studies (PoC2) to:
- investigate whether the proposed system improves identity and authentication usability and security
- evaluate user acceptance with Technology Acceptance Models to validate the developed work

Formative
Evaluation

TTANEITISTHMIO (e TP~ ' iti
(@ Jikicisit TrUStE) : htpsifrustic-project.eu IR ooz erosorca cogNitiveux
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Co-funded by the

Task 3.3: Summative Evaluation Report e G

- We conduct the final evaluation aiming to evaluate usability and user acceptance of the
proposed framework.

- Various metrics are measured, focusing on capturing qualitatively and/or quantitatively
the user's perceived usability and security, likeability and user acceptance.

- The measurements are collected through user feedback (e.g., post-study questionnaires,
interviews), and by examining user interaction patterns during user identification through
user tracking equipment (e.g., Web cameras, microphone, etc.)

Summative
Evaluation

TANEITIZTHMIO University TE . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
O I[TATPON of Cyprus T U St ‘ [ .- https://trustid-project.eu )RR cognltlveux



Co-funded by the
Erasmus+ Programme

PoC2 Evaluation Ba s e i

We conducted a user study (Proof of Concept #2) aiming to evaluate:

- i) the resilience of TRUSTID to impersonation attacks during an online examination by
evaluating the implemented face- and voice-based identification mechanism;

- ii) usability and user experience of end-users based on their interactions with the TRUSTID
system; and

- iii) perceived security and privacy of users towards the TRUSTID system

: \18%

\
(
’ \
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Co-funded by the

Study Design 172 Fmtehes

Type of study

- Studies were held virtually

- Researchers from each partner HEI communicate with the participants through an off-the-shelf
communication tool, Zoom

Sample size, user profiles and duration

- Recruit 133 students and/or instructors per HEI
- Duration: ~20-30 minutes

Preparation phase

- Participants invited through the following URL:
- https://trustid-project.eu/participate upat.php
- https://trustid-project.eu/participate _uc.php
- http://trustid-project.eu/participate ucy.php

TTANEIIZTHMIO A;‘,‘ Un' ers't - A H
OanN | Upiversiy TrUSHE) : httpstrustic-project.eu (R nsmmuropesses erosorca cognitiveux


https://trustid-project.eu/participate_upat.php
https://trustid-project.eu/participate_uc.php
http://trustid-project.eu/participate_ucy.php

Co-funded by the
Erasmus+ Programme

Study Design 272

Evaluation Phase
- Step 1: Participants download and install the TRUSTID client application (Windows or MacQS)
- Step 2: Instructors enroll participants in the user study and they receive their login credentials in their email

- Step 3: Evaluate specific threat scenarios and functionalities
Type of examination: Digital oral, Digital written
Impersonation threats
- Perform the student verification step based on face-based and voice-based identification
- Continuous student identification based on face and voice data
Collaboration/communication threats
- Monitoring the students’ computing device’s running applications and processes
Other functionalities:
- Management of biometric models (Enroll/Update/Delete)
- Modular integration of the face-based identification using gRPC
- Management of Examinations and LMS integration

- Step 4: Semi-structured interviews and focus groups to get feedback about their experience with TRUSTID

of Cyprus
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Co-funded by the 187y HA

KPATIKQN

YNOTPO®ION

Erasmus+ Programme
of the European Union IKY

Study Registration

TRUSTID - Intelligent and Co:

trustid-project.eu
f v B UANGUAGE ~  ERASMUS+

Trust®b

- S Knowledge Repositary O GitHub Repository

WELCOME  ABOUT TRUSTID  CONSORTIUM  VIDEOS  INTELLECTUAL OUTPUTS  WEWS

GREEK STATE SCHOLARSHIPS FOUNDATION

D Community

PUBLICATIONS

Participation in a User Study in the frame of the TRUSTID Project LATEST NEWS
TRUSTID - Intelligent and Co x
[—— g =
DESCRIPTION Septembar 2022 trustid-project.eu,
We would like to invite you to participate to the Second Proof of Concept Evaluation Study of TRUSTID. TRUSTID stands
Di: ination Worksho,
for "Intelligent and Continuous Online Student Identity Management for Improving Security and Trust in European aeminatian Worksthop WELCOMAS} TANOUTTRUSEIDN COMEORTIUM: :VIDEON: :INTEIANCTUAUOUTRGTS! GMEWS: iRUBLICATIONS
July 2022
Higher Education Institutions" and is part of the actions of Erasmus+ 2020 under the Call *Strategic Partnerships in " 1D has a new logo
Response to the COVID-19 Situation: Partnerships for Digital Education Readiness in the field of Higher Education SUBSCRIBE ON BEHALF OF THE UNIVERSITY OF COIMBRA, INSTITUTE OF SYSTEMS AND i g
(KAZ26} Invited talk at APPS worshop. ROBOTICS s
o held in conjunction with ACM
The user survey will take place in the following weeks via a short session, which will be held online and synchronously UMAP 2022 FULL NAME Congratulations for UC Teacher
viaZOOM Juy 7, 2022 elected as best education
project
The survey will first ask you to download and install the TRUSTID application (as a Windows or MacOS application) an
Third Transnational Meeting Qintele 2
your computer. You will then follow simple steps that will result in the creation of computer-based user identification EMAIL *
dels, which will be based s of i d audio signals of At th d y will i il
models, which will be based on images of your face and audio signals of your voice. At the end you will participate in sy
an online mock examination.
Knowledge Repository and st
To participate In the survey, you must have a computer and a Web camera connected to your computer. OPERATING SYSTEM: « v

A few weeks before the survey, you will receive specific instructions by email about the procedure to follow for the

online survey, the link to ZOOM and the link where you can install the software ¢ lows or MacOs machines.

If you are interested to participate in the user study, please subscribe to the user study by in your full name and

email address below.
Many thanks for your support!

The TRUSTID Team

ﬁhAEDE%HQMIS g | University
of Cyprus

Community Forum live
March 31, 2

OngoingPaC1
March 08, 2022

User Studies: PaC1
February 04, 2022

RESEARCH ETHICS AND PRIVACY OF PERSONAL DATA

rch

The user studies and a will be treated based on state-of-the-art

g of da

tandards with regards to res

proce:

ethics and data privacy. Specifically, we will comply with research et

and privacy regulations and guidelines, such

as, the Code of Professional Conduct of the User Experience Professionals Associatios

XPA - https://uxpa.org/uxpa-

code-of-professional-conduct). We will also comply with the relevant regulation, principles, and legislation of the

European Commission and particularly those involving the participation of adults in user studies

(https://ec.europa. 0 The participants will be informed, and their

d and stored securely during the course

consent will be required for participation. Data will be confidential and process

of the project. At the end of the project, all data will be permanently deleted from the project’s database. Only

researchers of the project will have access to the data, which will be used for research purposes only

Leaving the User Study and Removing your Data

Participants can decide to leave the user st

1dy at any time. In case a participant would like to leave the user study, all

the relevant data captured up to that point will be permanently deleted from the data set of research team. In case you
would like your data to be removed, please send an email to unsubscribe_poc2@trustid-project.eu using the same
email that you used when you subscribed to the user study and then all your data will be permanently deleted from the

project’s database.

Trus tﬁ) - https://trustid-project.eu I\ INSTITUTO DE SISTEMAS E ROBOTICA - CO G 1N itiveux



Student Biometrics Enrollment

Co-funded by the
Erasmus+ Programme
of the European Union

- Once the students log in to the system with
their credentials, they select their examination TRUST:
through the TRUSTID dashboard -

ity of ¥ TRUS
ersity of o]
sity of s L2 i 3
Int
e
Stat
Schy

- Students are asked to enroll their biometrics = ot
(e.g., face, voice) through the biometrics
management screen

B TRUSTID = Intelligent Student Identity Management - X
1=
E ©
Examinati Biometric Models
Edit Biometrics Qz
Actions

= Voic: "

— Regists

\.-.) Yo it it b t t

P  Face

L!J You have nat t a face biometric yet Regist

ITANEIIXTHMIO University - N . .
O AN of Cypru.}% T M SJ[ \ [, :: https://trustid-project.eu

|S'\> INSTITUTO DE SISTEMAS E ROBOTICA  CO G N itiveux
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Co-funded by the Laryua

YNoTPO®ION

Erasmus+ Programme IKY

Student Biometrics Enrollment (Face

- The TRUSTID app captures student’s face data and generates the face model

- *x

B | Face Enrollment

Register Face Biometrics Biometrics Process
Step 1 - Consent

Step 2 - Face Biometrics

Biometrics Ready

" Face Enrollment

Register Face Biometrics Biometrics Process

Step 1 -

Step 2 - Face Biometrics

TRUSTID needs your consent to collect your face data Biometrics Ready
Please select | consent to continue

Cancel Enrollment

B Face Enrollment

Register Face Biometrics Biometrics Process

Step 1 - Consent

Step 2 - Face Biometrics

First, position your face in the camera frame
When you are ready, press the Capture button

Biometrics Ready

Cancel Enroliment

Your face model has been successfully created

) https://trustid-project.eu

HANEIETHMIO University T~ INSTITUTO DE SISTEMAS E ROBOTICA iti
) BETR At | University Trust® 1GR msmmuro e cognitiveux



Co-funded by the Laryna

YNoTPO®ION

Erasmus+ Programme 1'%

Student Biometrics Enrollment (Voice

- The TRUSTID app captures student’s voice data and generates the voice model

B Voice Enrollment - X
Register Voice Biometrics Biometrics Process
Step 1 - Consent
Step 2 - Voice Biometrics
Biometrics Ready
® " Voice Enrollment - x
Register Voice Biometrics Biometrics Process

Step 1 - Consent

"
orftat] i
L J

Step 2 - Voice Biometrics

TRUSTID needs your consent to collect your voice data
Please select | consent to continue

® Voice Enrollment
i]jn
Register Voice Biometrics Biometrics Process

Step 1 - Consent

Step 2 - Voice Biometrics

Your voice is now being recorded - Please speak loudly and clearly Biometrics Ready

7 TRUSTID : Intelligent Student Identity Management

D @ ® ©

1 Dashboard Examinations. Biometric Models

Your voice biometrics have been proccessed and saved on your device. Edit Biometrics &

Actions

Voice

-
\=} Created an: 06/12/2022 1247:50

T Face
L 'y Created on: 06/12/2022 12:48:50

TR Universit . . INSTITUTO DE SISTEMAS E ROBOTICA iti
O ITATPON of Cypruz T rus T: TJ . https://trustid-project.eu N E 2 cogn itiveux




Student Identity Verification

Co-funded by the
Erasmus+ Programme
of the European Union

- Before starting the exam, the students provide their consent to use their biometric
models and go through the identity authentication step to be identified through the

face- and voice-based verification mechanisms.

B Exam_Consent _

Your biometric models will be used through the exam for the next two-

three hours. Please give your consent in order to continue with your
examination.

| conzent | do not consent

University

of Cyprus T M SJ[TE) - https://trustid-project.eu

@ nANE_n[gZTHMIO A'“" 4“»,‘
X
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Co-funded by the

Student Identity Verification (Face) e

- Students are requested to misuse the system, e.g. by doing impersonation, in which
another person sits in front of the camera to verify their identity.

B Face dentification - * B Face ldentification — X

Face-based Identification Identificati

ificati ificati ification Process
Step 1 - Face-based identification - Face-bas ati
Identity Verification o Identity Verification

ace characteristics All good. You can proceed to the next step.

a
Get Started Go to next step
ncel

Face-based Identification

TRUSTID will identi
First, pos

HATPON University ATEN . . S INSTITUTO DE SISTEMAS E ROBGTICA iti
O IIATPON of Cyprus T(L/l SJ[ ‘ r ) https://trustid-project.eu )R INSTITUTO DES cognlt“’eux



Co-funded by the

Student Identity Verification (Voice) e

- Students are requested to misuse the system, e.g. by doing impersonation, in which
another person speaks to verify their identity.

7 Voice Identification - x

Voice-based Identification

Identity Verification

— B Voice Identification - X
—
—

g Voice-based Identification

Identity Verification

When you are ready, click the Capture button and start speaking | ' | I . '
# Voice |dentification - x

Voice-based Identification Identification and Verification Process

Your voice is now being recorded - Please speak loudly and clearly

All good. You can proceed to the next step.

s

TANEITIETHMIQ University - . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
O I[TATPON of Cyprus T M 81: ‘ E) i https://trustid-project.eu IR BT cognltlveux



Student ldentity Verification (Check Forbidden Apps)

Co-funded by the
Erasmus+ Programme
of the European Union

- Students are requested to misuse the system, e.g., use communication/collaboration tools

prior to joining the examination.

B Checkup Processes - X

d Verification Process

Checkup Report

up for third-party applications

Identity Verification

87 Checkup Proce:

TRUSTID will check your computer
for any forbidden running applications and processes

Run Checkup

for

%’I“\AE%ZIIE%"IS University

of Cyprus

O

sses

Checkup Report

TeamViewer
Skype

TRUSTID will check your computer

any forbidden running applications and processes

Run Checkup

Trust® =

- x

Identification and Verification Process

Identity Verification

7 Checkup Processes - x

Identification and Verification Process

Identity Verification Completed

When you are ready, start the examination

https://trustid-project.eu |S-\, B U B itiveux



Continuous Student Identification

Co-funded by the
Erasmus+ Programme
of the European Union

- The system continuously identifies the
students through the face- and voice-
based identification mechanism

- Students are requested to misuse the

B Written Examination

Multiple Choice Questions

system, e.g., conduct impersonation, What does the ERASMUS acronym stand
] . . for?

engage in conversation with another

pe r‘SO n’ etc . European Commitee Agency Scheme for the

Mobility of University Students

European Community Action Scheme for the
Mability of University Students

European Continental Agility Scheme for the
Mability of University Students

European Congress Ambassador Scheme for th
Mobility of University Students

ITANEIIZTHMIO Universit - ~ . .
O ITATPON of Cypmz T U SJ[ \ E, : https://trustid-project.eu

Monitoring

Vaice ca

s enabled

TRUSTID will periodically capture your photo and voice
for continuous identification purposes and will checkup
the running applications and processes on your computer

User Feedback Mechanism
| will impersonate with another persen

() 1 will open a forbidden application

Send Feedback

L] °
|S-\> INSTITUTO DE SISTEMAS E ROBOTICA  CO G N Itiveux



Co-funded by the

Monitoring the Student’s Computing Device Rl

- Monitoring the students’ computing
device’s running applications and
Processes ot B )
- Students are asked to misuse the system, Oral Bxamination in Progress R
e.g., by asking them to open
communication/collaboration tools @
during the examination session ||

[ | will impersonate with ancther person

- g () 1 will open a forbidden application
\=} le

Start Vioice Capture
Send Feedback

TTANEMIZTHMIO University TE, . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
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Examination Management for Instructors

Co-funded by the 187y HA

KPATIKQN

YNoTPO®ION

Erasmus+ Programme
of the European Union IKY

- Add/Update examination

87 TRUSTID : Intelligent Student Identity Management

b

Introduction to Programming
Examination |D: 61667302972
Status: Upcomin

Scheduled: 2022-12-07T00:00:00

TANEITISTHMIO
ITATPQ

@

Dashboard

S @

Examinations Management

1 juction to Prog
Examination ID: 61667302972
Status: Upcoming

Scheduled: 2022-12-07T00:00:00

Information Policy

Exam Type: Oral
Exam Duration: 62
Additional Material: True

University
of Cyprus

- x

7 TRUSTID : Intelligent Student Identity Management

1)

Management

@

Dashboard

@

Examinations Management

Add a new exam

Add Exam

Edit existing exams

Enroll students to exam

TrustlE

\

J

B Add Exam

Add Exam

Additional Material [ JYes [ |Me

Exam Duration:

X B Update Exam - X

Update Exam: Introduction to Progran

Additional Material Yes [ MNo
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LMS Integration

7 TRUSTID = Intelligent Student Identity Managemes

- Moodle integration

- Fetch students’ information and
automatically enroll to TRUSTID

- Instructors upload .csv with
students’ information exported
from other LMS

University
of Cyprus
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B Upload and Enroll to Exam

Upload and Enroll Students:

Upload students:

CA\Users\argyr\Downloads\test_users
1

|
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® Upload and Enroll to Exam - had

Select and Enroll Students

Exam id Exam name

41668601770

Select Course:
Introduction to ¢

Introduction to Computer Science

First name Last name Email
Taoufik Sousak tsousall @csucyaccy
Loucas Papalazarou Ipapal03@cs.ucy.ac.cy

Selected Exam:

41668601770

Select all students: Yes

All students selected

Cancel

Exam id Exam name

61667302972 Introduction to F

First name Last name

Adamos Adamou

aadamou@live.com

Email

Select Exam:

61667302972

Select all students: Yes

All students selected

TrustP

. https://trustid-project.eu

Cancel
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Co-funded by the
Erasmus+ Programme

Resilience to Impersonation Attacks

Summary of the sample and the collected data

Audio Samples Length (in

Mock Examination Type # of Participants # of Face Images minutes)
Online Written 63 1804 75.68
Online Oral 68 1530 123.47
Totals 133 3334 199.15

Summary of the sample and the collected data for impersonation attacks

Audio Samples Length (in

Mock Examination Type # of Participants # of Face Images minutes)
Online Written 24 391 31.04
Online Oral 32 582 5273
Totals 56 973 83.77
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Summary of the results for each identification case

Co-funded by the
Erasmus+ Programme
of the European Union

Identification Case Face Recognition (Success Rate)

Voice Recognition (Success Rate)

Student identification in order to join

. 100% 100%
examination
Continuous :.-mdt.:_?r :denr;fruz_nuﬂ prior to 04.80% 01.36%
performing an impersonation attack
Continu 0us bﬂfdﬁ::'f” :dm?r;ﬂr._mmﬂ while 76.57% 78,539,
performing an impersonation attack

Failures mainly occur due to:

i) face occlusion,

i) inappropriate lighting conditions
iii)  specific head poses

IATPON University
of Cyprus

T M SJ[ I, - https://trustid-project.eu



Co-funded by the
Erasmus+ Programme

Key Findings

PoC2 Strengths:

- The System Usability Score was 78, which is a high score (scores>68 are considered above average[1]).
- Face enrollment performance.

- Face identification in both the registration and continuous monitoring phases.

- Continuous monitoring of running processes and detection of forbidden communication/collaboration tools.

Improvements for PoC3:
- Voice enrollment and voice identification issues in some cases.
“The voice registration wasn't successful the first few times”

“The voice registration did not work, | had to change my default microphone input in windows for it to work”

“Voice recognition didn't work at first, but worked once | put headphones on, even though the microphone used was always the same, an
independent one from the headphones”

[1] https://www.usability.gov/
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https://www.usability.gov/

Co-funded by the

Intellectual Output 3 - Tasks and Achievements e

|03 - Evaluation Reports regarding Eff'cienc¥,
Effectiveness and User Acceptance of TRUSTID
in Three Case Studies at Higher Education
Institutions across Europe

Achievements and Outputs

Successfully completed the PoC1 and PoC2 study with 93 and 133
Output: Dataset, Publications participants, which participated in the user evaluation study in
which they interacted with various mechanisms of TRUSTID.

- Task 3.1: Design of Experimental Evaluation

Methodology Planned and organized the final summative evaluation study

Running the final summative formative user study to test the final

proof of concept (PoC3) and evaluate its usability and accuracy of

. . implemented identification mechanisms (face, voice, interaction).
- Task 3.2: Formative Evaluation Report ¥ ( )

- Task 3.3: Summative Evaluation Report

NN University TE . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
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Intellectual Output 4 — Knowledge Repository




Co-funded by the

Intellectual Output 4 (104) el e

- Contains: Training Webinars, Guides of Best Practices, Integration Guidelines, Training
Materials and Forum Discussions on how to Adopt and Deploy Continuous Student Identity
Management Solutions in HEIs.

Knowledge Repository

- The knowledge repository serves as training and learning material based on the outcomes of
the project, and as a dissemination tool.

- Webinars for the training of system administrators and instructors.

- Design of guides describing best practices on adoption of continuous student identification
methods and technigues in online learning environments.

- Design of system integration guidelines for system administrators to utilize the developed API
to integrate the TRUSTID solution into existing LMSs.

NANEIETHMIO University - ) ) INSTITUTO DE SISTEMAS E ROBOTICA iti
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Co-funded by the

Erasmus+ Programme
- a S S of the European Union

- T4.1: Training Webinars = July 2022 — Feb 2023
- Lead: Institute of Systems and Robotics (ISR)

Until EoP
- T4.2: Best Practice Guides ) (May 2023)
- Lead: Institute of Systems and Robotics (ISR)

- T4.3: System Integration Guidelines (through an Application Programming Interface)
- Lead: Cognitive UX GmbH

1112/2021 17172022 1/2/2022 1/3/2022 1/4/2022 1/5/2022 1/6/2022 1/7/2022 1/8/2022 1/9/2022 1/10/2022 1/11/2022 1/12/2022 1/1/2023 1/2/2023 1/3/2023 1/4/2023 1/5/2023

TRUSTID Activities | Month 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 24

Knowledge Building Repository Activities (related to 104)
T4.1: Training Webinars for Instruciors, Students and System Administr
T4.2- Guides of Best Pracices and Training Maenals
T4.3: Integraton Matenals

\ 4

TANEITIETHMIQ University - . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
O I[TATPON of Cyprus T M 81: ‘ E) i https://trustid-project.eu IR BT cognltlveux




Co-funded by the

T4.1: Training Webinars R

- The Training Webinars consisted of focused sessions to demonstrate the TRUSTID
technology from a user perspective (instructors) and from a technical/integration
perspective (system administrators).

LIVE WEBINAR

BEYOND PASSWORDS:

BIOMETRIC IDENTIFICATION & AUTHENTICATION
BEST PRACTICES

oooooo

- Designed to inform HEls stakeholderson &&=

TOWARDS INTELLIGENT AND PRIVACY -PRESERVING BIOMETRICS

WEBINAR

why, when and how to adopt continuous QR e xicinon -
student identification. PEEE v

& STRONG AUTHENTICATION - BEST PRACTICES/AND BIOMETRICS

. W inv
nstan
Research Scient : : WEBINAR
Live Webinar

wwwww

Friday, 3rdofFe "
proe ONLINE STUDENT IDENTIFICATION WITH FACE RECOGNITION

Online & Speaker
In-person at the L George Thomop

- Four webinars were conducted:
one by each partner organization.

Institute of Systems and Robotics, University of Coimbra (ISR-UC)

Thursday, 19th of January 2023, 14:30-15:30 (Western European Time)

Online Event "|— I, |\J E-\) [_ ? ;I
S | Universin DE SISTE

e cognitiveux
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Co-funded by the

T4.1: Training Webinars R

- Evaluation and piloting tool to improve the system design based on feedback received
after the webinars.

- Dissemination tool through live video recorded sessions, which are publicly available.

TRUSTID Project
@trustidproject4535 4 videos
Mais acerca deste canal >

INicIO VIDEOS PLAYLISTS COMUNIDADE CANAIS ACERCA DE

Videos P Reproduzir todos

TRUSTID Project Webinar at Online Student Identification TRUSTID Webinar - Beyond TRUSTID Webinar - Strong

the University of Cyprus with Face Recognition Passwords: Biometric... Authentication Best Practic...
3 visualizacoes * hd 1 més 18 visualizaces * ha 1 més 2 visualizacOes * hd 1 més 30 visualizagdes * ha 2 meses

TANHIETHMIO s i i ) g0
) TR At | Universy TrustE) s hips/frustic-project.eu 1R msmmuro e s s cOgitiveux



T4.2: Best Practice Guides B

Co-funded by the

- Innovative and practical design guidelines, recommendations/policies to provide useful indications
on how current practices in identity management and online learning systems can be improved.

- Guidelines are made publicly available (through publications and open repositories) to be used by
interested researchers and practitioners as a stepping-stone for further exploitation.

- What are we producing?

TANE[IETHMIO
O [TATPON

Format: Documents and presentations (e.qg., pdfs, pptx)
Practical design guidelines

Recommendations

Policies

Experimental results

[‘ A”:.l( - . , e
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Co-funded by the

T4.2: Best Practice Guides — Actions Done in Stage 1 oFine Eoropean umio

Deployment of Knowledge Repository v1
- TRUSTID Webpage with links for Wiki pages hosted on Slite.
Available at: https://trustid-project.eu/kr.php — SI I re

including Educational, Training and Course Material.

Deployment of the TRUSTID Community Forum v1

Based on WordPress. It was available at: http://forum.trustid-project.eu/ @
Barebones version with “Developers” and “General” Discussion Topics. <

TRUSTID GitHub Open Source Code Repository O
Available at: https://qithub.com/cognitiveux/trustid
GitHub

TTANEMIZTHMIO University TE, . . INSTITUTO DE SISTEMAS E ROBOTICA iti
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https://trustid-project.eu/kr.php
http://forum.trustid-project.eu/
https://github.com/cognitiveux/trustid

T4.2: Best Practice Guides — Actions Done in Stage 2

Co-funded by the
Erasmus+ Programme
of the European Union

Deployment of Knowledge Repository v2

TRUSTID Webpage with new Wiki pages
hosted on Slite

- Integration guides and reports

- Study Design, Evaluation Methodologies
and POC 1 Evaluation Results

- Voice-based speaker recognition

- Update of previous wiki pages
(e.qg. Image-based face recognition)

- INFOGRAPHIC: User acceptance of online
examination monitoring

University
of Cyprus

TANETISTHMIO &)
[TATPON *~ ‘[

WELCOME ABOUT TRUSTID CONSORTIUM VIDEOS

TRUSTID

INTELLECTUAL QUTPUTS NEWS PUBLICATIONS

Knowledge Repository

Q. Search <=

[F] TRUSTID Knowledge Repository

[F) Integration guides and reports
[F] Study Design, Evaluation Methodologies and POC 1 Evaluatio...
[F] INFOGRAPHIC: User acceptance of online examination m..
[F] Voice-based speaker recognition
[F] Consortium Partners
[F] Cognitive UX
[F] University of Cyprus
F] University of Patras
[F] Institute of Systems and Robeotics (ISR-UC)
[F] Ethical Guidelines and Data Privacy
[F] TRUSTID Solution Design
[F] User Needs & User Feedback
(F] INFOGRAPHIC: Covid-19 Impact on Higher Education
[F] Threat Models and Countermeasures
[F] INFOGRAPHIC: Interviews with Stakeholders & Identified ..

[F] Image-based face recognition

T M Stﬁ> .- https://trustid-project.eu

<{

[F] TRUSTID Knowledge Repository E) Sstudy Design, Evaluation Methodolo

INFOGRAPHIC:
User acceptance of
online examination
monitoring

—

GETTING FEEDBACK ON

User Acceptance

A part of the evaluation of the first proof of concept was to
investigate the user acceptance of being monitored during
critical online academic activities

PRE EXISTING
EXPERIENCE

L3 L3
|S? LN&ELHI&R&&ISTEMAS EROBOTICA CO g n |t jveux


https://trustid-project.eu/kr.php

Co-funded by the

T4.2: Best Practice Guides — Actions Done in Stage 2 oFine Eoropean umio

TRUSTID Project Brochures

-

[rust

ic

dem

activities

Contact Us:

into@trustid-projecteu

—
(72}
=)
=

—
(0)]
£
>
(o)
=
o
£

In aca

What is TrustiD?

Expected Results
Leqrn More Validate a Framework for HEIs'

Continuous Student Identity
Management

rk vill be both

and will scaffold

TID, we

: oy How can | help?
theart  intel igent  im;

interaction data proc

Visit our website:

line education learning
activities

Learn More

Implementation of an open-source
software toolkit
rementioned fra

Evaluation and Validation Reports in
the context of three case-studies at
different HEIs

FUNDING

fundec

management of anline

teaching activities at the partne

organizations, based on the evaluation

O PATRAS |SQ- ‘

of Cyorue  COgNitiveux

Knowledge Building Online
Community and Repository

t0ols to apy
identification for online activities of HEls

What is TRUSTID User Recruitment
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Co-funded by the
Erasmus+ Programme

T4.2: Best Practice Guides — Actions Done in Stage 2 Saaess

Best Practice Videos

Online Examination Best Practices

The Information Privacy Principles and Biometrics

Watch this best practices videos about privacy preservation when it comes to biometrics Best practices and extra tips when it comes to online evaluation activities.

w:: | rust

—. THE
INFORMATION
PRIVACY
5 PRINCIPLES
AND

How to create online
exams

Best Practices for Offering Exams Online

.

» 0:00/7:42 ) » 0:00/1:55

2 L3 .
|S? L’.:‘&IJJEJ&B&&ISTEMAS EROBOTICA CO g n |t Iveux

of Cyprus
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Co-funded by the

T4.2: Best Practice Guides — Actions Done in Stage 2 s

rustlk

TRUSTID Community Forum v2

@ Home

22 Members

38 Spaces

Embedded in the TRUSTID .
website 3 e

@ JB Technical Discussions

General

Join

Feed Members

opyright 2022, TrustiD Project

Sort by latest v
= Powered by Tribe Platform

Based on tribe, a customizable —— s
community platform for -

Excellent idea but...

. B Created 2 months ag
b USIn ess es Although this idea seems great for academia, do you believe students from S SR e

appropriate fields (i.e., computer science) will accept this or will they see it as a
challenge and try to trick the software to prove themselves capable pen. testers?

A 1
ﬁ Like Q Follow # Share
d . G What are your thoughts?
—— I I e o Lokas Papalazar
LP

NANEIETHMIO University - ) ) INSTITUTO DE SISTEMAS E ROBOTICA iti
O I[TATPON of Cyprus T U St \ E,/ .- https://trustid-project.eu )RR cognltlveux



Co-funded by the 187y HA

KPATIKQN

YNOTPO®ION

T4.2: Best Practice Guides — Actions Done in Stage 3 s IKY

[
Webl na rS Webpage ABOUT TRUSTID CONSORTIUM INTELLECTUAL OUTPUTS WEBINARS LEARNING TEACHING TRAINING (LTTA) NEWS PUBLICATIONS

Webinars

. TRUSTID WEBINAR - BEYOND PASSWORDS: BIOMETRIC IDENTIFICATION & AUTHENTICATION
Embedded n the TRUSTID BEST PRACTICES

Mr. Taoufik Sousak from Cognitive UX GmbH gave a speech at the first TRUSTID webinar discussing various important

WEbS/ te topics on biometric identification and authentication best practices

TRUSTID Webinar - Beyond Passwords: Biometric Idenjifieationi&Authentication; Bz o
E WEBINAR Webinar 1 Ver mais t...

YOND PASSWORDS: Webinar 3

DMETRIC IDENTIFICATION & AUTHENTICATION _
ST PRACTICES Webinar 4

In our hybrid webinar to learn about
bmetric identification and authenticatior

st practices
§
.

Monday, B
5 December, 2022

14:00 - 15:00 pm (EET /

Online &
University of Cyprus
©EEO0I - 202 Specker

Taoufik Sousak

Verno @voiube RATION : R s cognitive

< e

TTANEIIZTHMIO A\.;’A U . t i | .
© LEEE 4 Gty TrUStTE) : hetps:/ftrustio-project.cu (R ustmro e ssrewserosoncn cogNitiveux



Co-funded by the

T4.2: Best Practice Guides — Actions Done in Stage 3 s

Learning Teaching Training Activities (LTTA)
Webpage

=
- "?v!\ a

Embedded in the TRUSTID
website

The European Commission support for the production of this publication does not TRUSTID / Intellec
constitute an endorsement of the contents which reflects the views only of the authors,

and the Commission cannot be held responsible for any use which may be made of the

information contained therein

Co-funded by the
Erasmus+ Programme
of the European Union
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T4.2: Best Practice Guides — Ongoing Actions S

Co-funded by the

TRUSTID Community Forum v3

Embedded in the TRUSTID
website: https://trustid-
project.eu/community.php

Based on Wix, a cloud-based
website development platform

WiX

0 TATPON A4 | University
; L [of Cyprus

Categories  AllPosts My Posts | Q. | 0 n

TrustID Forum

Welcome! Join a conversation!

General Discussion
(O [Ja Follow
Share stories, ideas, pictures and more!

Questions & Answers

~ @0 [Jo Follow
h_ Get answers and share knowledge.
New Posts
o Demetra Hadjicosti W Demetra Hadjicosti w Demetra Hadjicosti w
Ad Mar 18 Mar 18
new Welcome to the Forum Intfroduce yourself

General | Discussion Generg | Discussion

Trus U‘E) - https://trustid-project.eu IS-\’ nsTITuTo DE sisTemas Eroeonica - COGNITIveux


https://trustid-project.eu/community.php

Co-funded by the

T4.2: Best Practice Guides — Ongoing + Planned Actions &t

Update wiki pages alongside project developments/new results (e.g., validation reports,

PoC3 evaluation and scientific papers)

Dedicated page to the Multiplier Events

Additional Best Practice Videos and Infographics

Reinvigorate the Discussion Forum (news, discussion points, etc.)

PoC 3 Final System information (update GitHub — PoC3 documentation, integration

guidelines, experimental results, etc.)
- TRUSTID Closure Documentation, Reports, Project Evaluation

HATPON University ATEN . . INSTITUTO DE SISTEMAS E ROBGTICA iti
O IIATPQO of Cyprus T(L/l St‘ r ) https://trustid-project.eu )R INSTITUTO DES cognlt“’eux



Co-funded by the

T4.3: System Integration Guidelines (through an API)  &eadess

- Design system integration guidelines based on the developed Application Programming
Interfaces developed as part of 102 for exposing the intelligent continuous student
identification mechanisms and user models to third-party software

- The APl allows developers to subscribe and get an APl key that will be used to authorize
HTTPS requests for using the developed algorithms and user models in their applications

- Allows system administrators to easily integrate and customize TRUSTID to their needs
and requirements

g Sender
@ @ ' request
-

T —
N Sponse

IIIIIIIIIII Mg | Universit . . S INSTITUTO DE SISTEMAS E ROBOTICA iti
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TRUSTID Backend — Web API

Co-funded by the Lary A
Erasmus+ Programme ynomoeian
of the European Union

IKY

TRUSTID API®

L a |
penap

heatil

The endpaints for inferacting with the TRUSTID server
Tenms of service

Contact the developer

BSD License

Sehemes

Fiker by tag

instructor

login

/legin login_create

Djangs Login || Authorze g

Name

(body)

[roer [T

immtructor_sdd_sxam_creste W

m /instructorfenroll students

instructor_saroll_studesta_crests W

/istructor/list_exam

—

m /imstructor/update_exam_details

instructor_updats_szam_details_creats @

instrector_list_sxam list @ |

legin b
[ RO togin crunta |
monitoring k3
BEEA rmosivoring ——
refresh_token hd

[ roer

rafrash_tokan_crats |

register_user

7 —

[ ror [

ragistes_uses_crasts |

student k4
m /student/identification student_idantification_create @ |
Code
/student/list_exam atedent_list_sxam list m |
201

trustid_version

[ —

trustid_vecsios_list |

update_exam_condition

r

[roer [ g

update_szam _condition_creats W |

@ HHABAEDEZPTBAII\IO s“'g[ University

of Cyprus

T M St‘E) - https://trustid-project.eu

Creates a JSON Web Token if the provided credentials are correct

Parameters

data * resired

Responses

Cancel

Description

Edit Value | Modal

1
“email®: “string”,
"password”: “string”

™

| Cancel

Paramater content type

[ applicationfson w ]

Response content type [ applicationfjson b ]

Description

JSON Web Token has been created successfully. The value is returned in .

Example Value | Modal

i
"massage”: "string”,
"resource_name”: “string”,

"rasource_obj": {}

]

l ? INSTITUTO DE r(%ISTEMAS E ROBOTICA cogn itive ux

UNIVERSIDADE DE COIMS



Co-funded by the 187y HA
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Web APl — Documentation o e L

Q, search...

Authentication

instructor
nstructor >
ogin bl
monitoring >
. 5 instructor_add_exam_create
The view that allows instructers 1o add examinations Request samples
ragister_user b
Payload
student 3 Bearer
applicationijsan
trustid_version >
additional _material
update_exam_condition >
At material”:
curation [) 6B54776000 |
exam_type E
i Enum: "Oral
nion-empty
scheduled_date e
Responses
A 200 Success
uree_name": "string"
applicationjson
message ]
A genaral massage description

resource_name

Tha name of the resource

TTANEITISTHMIO et TP~ ' iti
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Intellectual Output 4 - Tasks and Achievements e

Co-funded by the

104 - Knowledge Repository containing Training
Webinars, Guides ot Best Practices, Integration
Guidelines, Training Materials and Forum
Discussions on how to Adopt and Deploy
Continuous Student Identity Management
Solutions in HEIs

Output: Internet, Broadcast, Event, Publications, Video

- Task 4.1: Training Webinars
- Task 4.2: Best Practice Guides

- Task 4.3: System Integration Guidelines (through an API)

Achievements and Outputs

Deployment of Final Knowledge Repository —————
https://trustid-project.eu/kr.php

Deployment of Final TRUSTID Community Forum
https://trustid-project.eu/community.php

TRUSTID GitHub Open-source Code Repository
Available at: https://github.com/cognitiveux/trustid

Webinar
TRUSTID Webinar Events

= UPAT Event =
CUX Event
ISR-UC Event

U CY Eve nt TRUSTID Project Webinar at Online Student Identification TRUSTID Webinar - Beyond TRUSTID Webinar - Strong
the University of Cyprus with Face Recognition P i i hentication Best Practic...

NANEIETHMIO University - ) ) S INSTITUTO DE SISTEMAS E ROBOTICA iti
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Co-funded by the

Project Milestones (M) R

Y 4
- M1 - Guidelines for collaboration (related to all IOs) = MONTH 1 3:
- M2 - Analysis template and guidelines (101) —= MONTH 1 O\
- M3 - 1st version of framework specification (101); low-fidelity .1 ‘2

solution (102); experimental plan and design ready (I03) — MONTH 6
M4 - First formative evaluation (103); knowledge repository v1 (I04) — MONTH 10

M5 - 2nd version of framework specification (I01); high-fidelity tools and solution ready
(102) — MONTH 13

- M6 - Second formative evaluation (I03); knowledge repository v2 (104); training webinars
(104) — MONTH 17

- M7 - Final version of framework (101); final tools and solution (102); learning, teaching,
training activities (LTTA) planned (104) — MONTH 20

- M8 - LTTA at UCY (104) with participants from all partners — MONTH 23

[TANEIIZETHMIO Universit B - , o 0
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Co-funded by the

Video (Year 1) of TRUSTID Fmtehes
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Co-funded by the
Erasmus+ Programme

Useful Links

Project’s Website: https://trustid-project.eu

Software source-code: https://github.com/cognitiveux/trustid

LinkedIn: https://www.linkedin.com/company/trustidproject

Facebook: https://www.facebook.com/trustidproject

Twitter: https://twitter.com/trustidproject

TRUST:D
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https://trustid-project.eu/
https://github.com/cognitiveux/trustid
https://www.linkedin.com/company/trustidproject
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