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Overview
• Presentation Attacks (PAs) try to bypass facial recognition systems by impersonation of legitimate users, 

giving rising to a system security concern
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Objectives
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• The objective is then to develop a PAD/Liveness detection system capable of differentiate an attack from 

bonafide presentation, considering as requirements:

• High portability;

• Low resource consumption;

• Based only on RGB images/videos;

• High generalization performance.



Challenges

• The manifestation of spoof artifacts highly depends on:

• Capturing device (resolution / distortion / image quality)

• Illumination

• Background

• Spoof instrument and its particularities

• Specific printer for print attacks (InkJet printer / laser printer / photograph printer)

• Specific display device for replay attacks (resolution / distortion / image quality)

• Mask material for mask attacks (paper / silicone / latex)

4VisTeam



Challenges

• The problem is that the majority of PAD datasets comprise low variation in the mentioned aspects.

• Resulting in overfit to the training dataset/domain.

• Which leads to the use of techniques/solutions in the perspective of Domain Generalization
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Domain Generalization for 
PAD

• A common approach is to try to filter out domain specific features (recurring to multiple training domains), 
this is commonly achieved in two ways:

• Metric Learning

• Adversarial Learning
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Metric Learning

• Recurs to the use of embedding loss functions to manipulate the feature space and cancel domain specific 
features.
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Adversarial Learning

• A classifier/discriminator tries to predict the source domain of a given set of features, its success is a cost 

function for the feature extraction procedure 

• In the optimal state, the discriminator is not able to predict the source domain, and thus, the dataset/domain 
specific features were “eliminated”
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SoTA Results
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However...
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• A new article [4] accepted at CVPR2023 states that the results presented before are respective to the epoch 
that gave the best test performance, independent if it is the first epoch, second, or last.

• Also states, that the test performance should be assessed by the mean and std of the last few epochs, in 
order to: (1) prevent search biases; (2) reveal unstable training procedures; (3) mimic a realistic scenario 
where the test domain is not available, even as training stopping criteria.

[4] Sun, Yiyou, et al. "Rethinking Domain Generalization for Face Anti-spoofing: Separability and Alignment." arXiv preprint arXiv:2303.13662 (2023).



With a new and fairer 
comparison setting
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• They found out that domain-invariant techniques cause the training procedure to be highly unstable and lead 
to a final solution with poor generalization power

• The authors of SA-FAS, on the other hand, encourage the domain separability, and focus on the alignment 
task, specifically, in the regularization between live-to-spoof transitions and enforcing the same transition 
direction for all domains.



Approach: Learning Face 
Regions
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Transition to Liveness 
Detection:

Is the network able to learn what is a 
real/bonafide eye or mouth?

• The previous question to the network was if the image contains an eye or a mouth, or both

• The new question is if the image contains a real eye or mouth 
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Our Approach
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Results
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• SoTa improvement in 2 of the four protocols

• Limitations: resolution dependent performance



Next steps

• Analysis on more facial regions

• Exploration of resolution-invariant techniques 

• Video-based face region solution
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Questions, ideas, 
suggestions, ...
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