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Co-funded by the

Intellectual Output 2 (102) e

Design and Implementation of Open-source Privacy-preserving Toolkit and Application
Programming Interfaces

Lead: Cognitive UX GmbH

Participating Partners:
- University of Patras

- University of Cyprus
- University of Coimbra ISR

Output type: Services / structures — E-learning platform

Media: Software, Service, Publications
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|02 - Tasks and Task Leaders B e

Task 2.1: Architecture Design
- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.2: Privacy-preserving Biometrics
- Lead: University of Cyprus
- Participating: University of Patras, University of Coimbra, Cognitive UX GmbH

Task 2.3: Development of Voice-, Image- and Interaction-based Algorithms

- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra

Task 2.4: Integration and Verification Testing
- Lead: Cognitive UX GmbH
- Participating: University of Patras, University of Cyprus, University of Coimbra
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Summary of Outcomes (1/2) R

Designed and developed the final version of the TRUSTID platform and associated tools
and mechanisms for continuous student identification

- Enhanced native client software applications (implemented as both native Windows and
MacQOS applications), enabling students and instructors to interact with the implemented
mechanisms of TRUSTID

- Enhanced back-end system, which consists of an Application Programming Interface,
which exposes a series of system end-points of TRUSTID

- Major update to the architecture for privacy-preservation
- Integrated all the technologies under interoperable platform
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Summary of Outcomes (2/2) R

- Major improvement of the face identification enrollment mechanism (vs. Web-based enrollment)
enabling end-users to enroll in the TRUSTID system through recording of face-based images that
are used for training the face-based identification models

- Mechanism for LMS integration (e.g., Moodle authentication), examination management,
synchronization)

- Updated machine learning-based algorithms and mechanisms for face-based identification

- Integrated a new machine learning-based algorithms and mechanisms for voice-based
identification and interaction-based identification

- Implemented a privacy-preserving wallet smartphone application

IANEETANS 8444 | University . . INSTITUTO DE SISTEMAS E ROBOTICA iti
O ITATPON of Cyprus T r St@ - https://trustid-project.eu T\ INSTITUTO DES! cognitiveux



TRUSTID High-level Framework
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of the European Union

[ J TRUSTID Client T
dh Student view o
( \ ( \
Features Countermeasure Features
— Enroliment with face and voice biometrics — Face-/voice-based identification
— Integration with Universities’ LMS — Detect authentic video streams
— Access to LMS examination — Monitor student’s digital context
. = E — Monitor student’s behavior
Q — Historical impersonation analytics
— Handwriting style analytics
- - - J Y,

Instructor view

Features
— Manual student verification

— Smart data analytics
— Run-time insights

— Actionable analytics
— Smart alerts

Implemented as a native Windows and MacOS application
Seamless for technical staff of HEIs
Allows control over the student’s computing device

University
of Cyprus

TRUSTID Server
T e @ Neinx

Storage and processing of privacy-
preserving biometric data

T MU St@ - https://trustid-project.eu

Student Interaction

LMS of HElIs

Blackboard

;ﬁ LMS
-’j <> Extensions

— .E i —
—

Student Data

Integration
Services

@ Single Sign On

Integration of students’
data and exam data

[CEEE]
[CEEE]
o=
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Architectural Design and Technology Stack Epm

- Server-side web API
- Django REST Framework

- NGINX (Web server, Reverse proxy,

Load balancer) PostgreSQl \w“ _______

- Gunicorn (Application server that t - [Werker2
implements the Web Server At el . . e
Gateway Interface) www >  NGINX  —p DIMORET e

- Celery (Asynchronous task queue Arlresponse ______ Workern | |
based on distributed message Colory worker
p a SS i n g) i RObefMQ processes

- RabbitMQ (Message broker) | e

: abbit
- PostgreSQL ook (Y Y
- Docker
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Client Application

Windows and MacOS



Integrated Login

Co-funded by the
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of the European Union

7 TRUSTID :: Intelligent Student Identity Management

1)

TRUST:D

Email |

Password |

Organization () University of Cyprus ~ “Ii"
) University of Patras @

O University of Coimbra 2.,

S oo . .
% HHANAE”FII"IZI;HQMIEI) 4% | University
Of Cypl'llS

Trusti®

X

. https://trustid-project.eu
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Register Face Biometrics

B " Face Enrollment

Register Face Biometrics Biometrics Process
Step 1 - Consent

Step 2 - Face Biometrics

Biometrics Ready

TRUSTID needs your consent to collect your face data
Please select | consent to continue

Cancel Enrollment
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Register Voice Biometrics Eil

B " Voice Enrollment - X

Register Voice Biometrics Biometrics Process
Step 1 - Consent

Step 2 - Voice Biometrics

Biometrics Ready

r M
st | LTS
L J

TRUSTID needs your consent to collect your voice data
Please select | consent to continue

| consent
Cancel Enrollment
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Control and Manage Biometrics

B " TRUSTID :: Intelligent Student Identity Management = X
“ @ ® o
I Dashboard Examinations Biometric Models

Actions

a_a .
=
WS Created on: 06/12/2022 12:47:50

3 Created on: 06/12/2022 12:48:50
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Continuous Face Identification

¥ ° Face ldentification

Face-based |dentificati0n Identification and Verification Process

Step 1 - Face-based identification

Identity Verification

TRUSTID will identify you based on your face characteristics
First, position your face in the camera frame

[TANEITIZTHMIO [ ersit ’-'\ g . ; iti
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Continuous Voice Identification ceemues oo [ IS

B ' Voice Identification - X

VOice-based |dentiﬁcati0n Identification and Verification Process

Your voice is now being recorded - Please speak loudly and clearly

Step Face-based identification

Step 2 - Voice-based identification

Identity Verification

Cancel
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Digital Written Examination Scenario
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[

B " Written Examination

University
of Cyprus

Monitoring
Multiple Choice Questions ‘
Camera capture is enabled
What does the ERASMUS acronym Stand Voice capture is enabled

for?

European Commitee Agency Scheme for the

Mobility of University Students

European Community Action Scheme for the

Mobility of University Students

European Continental Agility Scheme for the

Mobility of University Students

European Congress Ambassador Scheme for th

Mobility of University Students

Trust® =

Checkup running applications is enabled

TRUSTID will periodically capture your photo and voice
for continuous identification purposes and will checkup
the running applications and processes on your computer

User Feedback Mechanism
() | will impersonate with another person

() 1 will open a forbidden application

Send Feedback

| ? INSTITUTO DEWEISTEMAS EROBOTICA CO g n itive ux
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Oral Examination Scenario IKY
¥ ' Oral Examination - X
Oral Examination in Progress Monitoring
Camera capture is enabled
Checkup running applications is enabled
TRUSTID will periodically capture your photo and voice
s for continuous identification purposes and will checkup
the running applications and processes on your computer
User Feedback Mechanism
l l | () | will impersonate with another person
- ram () 1 will open a forbidden application
S 2
Start Voice Capture
. . Send Feedback
o>top Voice Capture
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Examination Management Dashboard e

B " TRUSTID :: Intelligent Student Identity Management — X
» @ = © =
! Dashboard Examinations Management

Management

Add a new exam Add Exam

Edit existing exams

Enroll students to exam
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Examination Management

of the European Union

B Add Exam - X B " Edit Exam

Add Exam Edit Exam

N ID Date Enrolled Students
Additional Material [ ]JYes [ ] No adlaZ

Introduction 61667302972 07/12/2022 00:00:00 59
Exam Duration:

Exam Type: Oral v
Name:

Privacy Policy

Scheduled date Select a date @ |

.
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LMS Integration and Synchronization Tools e

B " Upload and Enroll to Exam — X
Upload and Enroll Students: i View Envoll Students - X
Ut s e Exam id Exam name Students Enrolled in Exam: Introduction
61667302972 Introduction to F
C:\Users\argyr\Downloads\test_users
e First name Last name Email A
Christou Panikos panikoschristou@yahc
First name Last name Email Georgiou Mariaeleni mgeorg04@ucy.ac.cy
Adamos Adamou aadamou@live.com Panagi Paraskevi ppanag03@ucy.ac.cy
Tsakilioti Evangelia euatsakilioti@gmail.co
Select Exam: Tzamou Maria mtzamo01@ucy.ac.cy
Sofocleous Elena sofokleous.elena@ucy
61667302972 Sofocleous Elena elenadepp1524@gma
Avicéndons, Canmema ————— sssess see s menail rn
Select all students: Yes

All students selected
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TRUSTID Backend — Application Programming Interface s

Co-funded by the

TRUSTID API®

e

The endpoints for interacting with the TRUSTID server

Terms of

ct the developer

BSD License

Fiter by tag

instructor

Django Login H Autnorzo g

(IR /netrector/atd_cxem

e e ‘

‘ m /imstructor/enroll_students

inmtrmatar: marell_phudents westa G ‘

T

s ey, [ ‘

|0 /3mstesctor/uptate_exan details

———

login

v
(IEZ /2o05in ——
monitoring v

|IEEE monitoring

e ‘

refresh_token

o s

refresh_token_craate

register_user

v
‘ BEZ ixesister_user repister_sser_crests
student N

(I /5tutent ridentitication

[ ——

/etedent/Lizt_exam

stedent_lint_exan_list @

trustid_version

update_exam_condition

trustid_versios_list

v

(IR /eptate_caen_contition

Aty () ‘

N

ITANEIIXTHMIO
[TATPON {
[UNIVERSITY OF PATRAS]

University
of Cyprus

login v

m /login login_create

Truy St - https://trustid-project.eu

Creates a JSON Web Token if the provided credentials are correct

Parameters

Cancel
Name Description
data * reauied
Edit Value | Model
(body)
{
"email": "string”,

"password": “string"

‘ Cancel

Parameter content type

[ application/json v ]

Responses

Response content type [ application/json v ]

Code Description

201

JSON Web Token has been created s 1ly. The value

Example Value | Model

{
"message”: "string”,
"resource_name”: “strimg”,

"resource_obj": {}

}

4 L3 L]
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Web APl — Documentation Eri

Q search

Authentication

instructor
instructor >
ogin >
monitoring >
e oo . instructor_add_exam_create —

The view that allows instructors 1o add examinations Request samples

register_user >
Payload
student > Bearer
application/json
trustid_version >
additional_material
update_exam_condition >
duration [0 .. 9223372036854776000 |
exam_type
e Enum
cy no mot
0 oty
scheduled_date Response samples
Responses
A 200 Success
: "string",
“resource name": “string"
applicationjson
message

A general message description

resource_name

The name of the resource
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Wallet for biometrics models

Co-funded by the
Erasmus+ Programme
of the European Union

- Pair mobile application with TRUSTID
system to fetch and store the
biometric models locally

O

1A

I1

E

A

[TIXTHMIO

TPON

University
of Cyprus

Scan the QR code on your screen

1ry SU’D :: https://trustid-project.eu

1327 @@ -

Home

My Biometrics

[y " . -
O, Face biometrics

Last update: No biometrics

B Getfl ® Show

B o

44 Voice biometrics

Last update: Dec 06 2022 13:27:34

Get | ® Show

(El

Actions
E. Exam

> Request invitation
O Dpevice

X9 Unpair device

Biometrics stored successfully

QR code scanned

OII I
A
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Wallet for biometrics models

Co-funded by the

KPATIKQN
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Erasmus+ Programme
of the European Union IKY

- Management of biometrics models

- Display
- Delete
- Privacy policy

ITANEIIZTHMIO

A | University
e of Cyprus

1333080 -

Raw voice embeddings

tensor([[[-14.8347,4.5777,-9.8343,-5.45
37,17.4822,2.5417,14.1155,19.6705-45
.9055,7.5816,11.9480,34.4767,-48.1178
-24.4438,-18.5052,-1.6889,23.7636,-8.5
648,-56.3760,31.6847,10.9587,20.6268
,31.9180,8.0276,26.2515,0.8923,12.460
5,19.8560,-14.8146,-29.3968,-19.2783,3
.9303,-3.4291,-4.8089,26.6458,30.4698
,10.0719,-30.0915,-14.4503,20.7261,26
.1505,51.3833,-0.9077,-7.5017,-9.6999,
-11.2471,-12.1268,4.2693,6.5524,-26.54
44,6.4994,-11.2842,-5.8074,33.9168,22
.6005,-8.9363,22.1843,-2.0212,14.1805
,-18.7474,17.9369,-30.4487,-13.2807,-4
1.3463,17.2133,-17.8616,4.9439,22.312
6,-2.6519,58.2870,-2.9758,13.4645,8.92
99,12.7236,-18.7348,9.7045,-15.1808,-3
7.6977,-27.5083,4.1052,12.1682,15.036
3,-0.6981,-15.3490,35.0701,18.2507,0.7
284,37.9231,-19.0273,-12.9587,-21.656
4,19.5055,-11.1820,-3.8280,-15.7817,4.
4348,-13.5879,-7.1134,-22.7294,-54.782
4,31.2271,-39.2058,38.3939,-35.4799 -1
0.6682,-6.2393,-3.2399,2.6373,32.4652,
34.7038,-10.5775,34.9122,3.0415,17.34
95,5.9111,-25.8995,-8.7016,5.7957,-9.9
584,57.5775,4.2742,8.7815,-22.3882,-1
6.4608,11.1510,-3.9867,-9.9810,-15.167
1,-3.7692,2.5674,-40.1003,20.6266,7.97
11,14.3676,5.4266,1.9140,22.2031,46.5
812,-19.4519,16.5649,18.0218,-25.0056
-8.6489,6.7770,-29.8003,-25.8890,3.80
63,28.1012,-15.3591,-13.7749,-23.5388,

OK

Truy St@ - https://trustid-project.eu
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1336 Q@ - N2 @l

Face biometrics

To learn more about how we store your

biometrics visit: {link}
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Wallet for biometrics models

of the European Union

- Push notification for approval of

sharing of biometrics models during o
online examination =2 N % 0@ 4

1341 QM

13:40

Device control Media output

Expo Go 13:39
You have an exam!
TrustID would like to use your biometrics for exam id:
4637

&

TrustID would like to use your biometrics
Exam id: 4637

@ trustid-wallet C
v Approve X Deny
Notification settings  Clear

0 Expo Go

1 @] <
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Thank youl!

Marios Belk, Cognitive UX GmbH
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